Summons to Meeting
Thursday 15 September 2022

Audit Committee
Monday 26 September 2022, 2.00 pm
Council Chamber, Allerdale House
Membership:
Councillor Alan Tyson (Chair)
Councillor Herbert Briggs
Councillor Alan Hedworth
Councillor Paul Scott

Councillor Markus Campbell-Savours
(Vice-Chair)
Councillor Patrick Gorrill
Councillor Elaine Lynch

Members of the public are welcome to attend the meeting. If you have any questions
or queries contact Democratic Services on 01900 516809.

Agenda
1.

Minutes (Pages 3 - 6)
To sign as a correct record the minutes of the meeting held on 25 July 2022.

2.

Apologies for Absence

3.

Declaration of Interests
Councillors/Staff to give notice of any disclosable pecuniary interest, other
registrable interest or any other interest and the nature of that interest relating to
any item on the agenda in accordance with the adopted Code of Conduct.

4.

Questions
To answer questions from members of the public – submitted in writing or by
electronic mail no later than 5.00pm on a working day, allowing two clear
working days before the day of the meeting.

5.

Treasury Management Annual Review 2021/22 (Pages 7 - 44)

6.

Internal Audit Progress Report 2022-23 (Pages 45 - 76)

7.

Internal Audit Self Assessment 2021.22 (Pages 77 - 126)

8.

Audit Progress Report and Sector Update (Pages 127 - 144)

Programme Director,
Transformation &
Operating Model

Date of Next Meeting:
Monday 28 November 2022, 2.00 pm

Agenda Item 1
At a meeting of the Audit Committee held in Council Chamber, Allerdale House on
Monday 25 July 2022 at 2.00 pm
Members
Councillor Alan Tyson (Chair)
Councillor Patrick Gorrill

Councillor Markus Campbell-Savours
(Vice-Chair)
Councillor Alan Hedworth

Apologies for absence were received from Councillor Elaine Lynch and Councillor Paul
Scott
Staff Present
A FitzGerald, B Lennox, K Magnay and M Roper
Also Present
R Anderson
95.

Minutes
The minutes of the meeting held on 14 February 2022 were agreed as a correct
record.

96.

Declaration of Interests
None declared.

97.

Questions
None received.

98.

Internal Audit Progress Report 2021-22 (EOY) & Q1 2022-23
The Audit, Risk and Assurance (ARA) Strategic Advisor presented the report
which was to inform the Committee of the work performed by the Assurance,
Risk and Audit Team in the financial year 2021/22 and Q1 2022/23.
The Audit, Risk and Assurance (ARA) advised members a schedule of agreed
actions will be presented at the next meeting.
Members then asked questions in relation to the risk assessments and the
mitigations.
Members also asked questions in relation to the verification of single
householders in particular the National Fraud Initiative exercise and the
electoral database.
Members noted the contents of the report.
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99.

Head of Internal Audit Opinion 2021-22
The Audit, Risk and Assurance (ARA) – Strategic Advisor presented the report
which sets out the annual internal audit assurance opinion for 2021/22 in line
with the Public Sector Internal Auditing Standards (PSIAS).
Members approved the recommendations as set out in the report.

100.

Internal Audit Plan & Charter 2022-23
The Audit, Risk and Assurance (ARA) – Strategic Advisor presented the report
which sets out the work the Assurance, Risk and Audit team intends to deliver
during 2022/23.
Members were advised that the recruitment exercise that has been undertaken
is due to be finalised.
Members asked questions in relation to value for money.
Members approved the recommendations as set out in the report.

101.

Draft Annual Governance Statement
The Policy Manager presented the Annual Governance Statement for 2021/22.
The Council has established governance arrangements which are consistent
with the seven principles of the Chartered Institute of Public Finance and
Accountancy (CIPFA) and Society of Local Authority Chief Executives
(SOLACE) Framework - Delivering Good Governance in Local Government. It
has adopted a Local Code of Corporate Governance, which is publicised on the
Council website.
Members asked if the outcome of the Judicial Review could be included in the
report in future.
Members then approved the draft Annual Governance Statement 2020-21

102.

Audit Plan 2021-22
Richard Anderson (Grant Thornton LLP), presented the Audit Plan for 2021/22,
advising members of the key matters which related to the Impact of Covid 19,
Local Government Reorganisation and Infrastructure Assets.
Members were advised that there was a couple of amendments to be made on
page 147, the word million appeared twice one will be removed and that the
vast majority of the money will not solely be spent on consultants, it will be
made clear in the final report what the money will be spent on.
Members then asked questions in relation to the no risks identified.
Members were advised there was no material risk therefore no risk identified.
Members noted the contents of the report.
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The meeting closed at 3.44 pm
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Agenda Item 5
Allerdale Borough Council
Audit Committee - 26 September 2022
Council - 7 December 2022
Treasury Management - Annual Review 2021-22
Portfolio holder

Councillor Colin Sharpe
PH Finance and Legal

Report from

Catherine Nicholson, Chief Officer - Assets
Tel: 07711 - 634180
Email: catherine.nicholson@allerdale.gov.uk

Wards affected

None directly

Is this a key decision

No

1.0

The reason for the decision

1.1

The purpose of this report is to inform members of the Council’s treasury
management activities during 2021-22, the effects of treasury management
decisions and transactions executed in the past year and of compliance with its
Treasury Management Policy.

2.0

Recommendations

2.1

Members are recommended to note the contents of this report.

3.0

Background and Introduction

3.1

Regulations issued under the Local Government Act 2003 require the Council to
produce an annual report on its treasury management activities and on its
prudential and treasury indicators for the financial year. This report satisfies that
obligation and the associated reporting requirements of the CIPFA Code of Practice
on Treasury Management (the TM Code) and the CIPFA Prudential Code for
Capital Finance in Local Authorities (the Prudential Code).
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3.2

During 2021-22 the minimum reporting requirements - set out in the Council’s
Treasury Management Strategy Statement (TMSS) and Investment Strategy - were
that Council should receive the following reports:
 an annual Treasury Management Strategy Statement and Investment
Strategy in advance of the year (Council - 3 March 2021)
 a mid-year treasury update report (Council - 8 December 2021)
 an annual review, following the end of the year, describing the activity
compared to the strategy (this report).

3.3

The regulatory environment places responsibility on members for the review and
scrutiny of the Council’s treasury management policies and activities. This report is
important in that respect, as it provides:
 details of the Council’s treasury activities during the financial year and its
overall treasury position at 31 March 2022
 evidence of compliance with the treasury policies previously approved by
members.

3.4

To enable the Audit Committee to fulfil its responsibilities for ensuring effective
scrutiny of the treasury management strategy and policies, the Council’s Treasury
Management Practices (TMPs) require treasury management reports, including the
annual report, to be submitted to the Audit Committee prior to their consideration by
Full Council.

3.5

This report summarises the following:
 Economic background (section 4)
 Overall treasury position at 31 March 2022 (section 5)
 Borrowing requirement (section 6)
 PWLB borrowing rates (section 7)
 Borrowing strategy for 2021-22 (section 8)
 Borrowing activity during 2021-22 (section 9)
 Investment rates (section 10)
 Investment strategy for 2021-22 (section 11)
 Investment outturn for 2021-22 (section 12)
 Prudential and Treasury Indicators (section 13 and Appendix A).

4.0

Economic Background
U.K.

4.1

Over the last two years the coronavirus pandemic has caused huge economic
damage to the UK economy and economies around the world. During 2021-22 the
UK economy has endured several false dawns, but with most of the economy now
opened up and nearly back to business-as-usual, the GDP numbers have been
robust (9% y/y Q1 2022) and sufficient for the Bank of England’s Monetary Policy
Committee (MPC) to focus on tackling the second-round effects of inflation.
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UK GDP
4.2

After contracting by 9.3% in 2020, the success of the vaccine rollout combined with
the adaptability of businesses and consumers to public health restrictions, enabled
the UK economy to recover faster than expected from the effects of the pandemic
during 2021. There were however, indications that the pace of recovery had begun
to slow during the second half of 2021 with supply chain disruption and domestic
supply constraints weighing on activity and restraining growth. There were also
signs of weaker UK consumption demand as a result of increased inflationary
pressure on household real incomes and spending.

4.3

Figures for the fourth calendar quarter of 2021 (October to December) show the UK
economy grew by 1.3% (quarter on quarter). Growth during the quarter was
underpinned by the performance of the services sector. The largest contributors
were human health and social work activities driven by a rise in GP visits at the start
of the quarter, a large increase in coronavirus testing and tracing activities and the
extension of the vaccination programme. Household consumption increased 1.2%,
government spending 1.9%, gross fixed capital formation 2.2% and exports jumped
4.9% while imports dropped 1.5%.

4.4

This left the level of quarterly GDP 0.1% below its pre-crisis level in the fourth
quarter (Q4) of 2019 (October to December). The fourth-quarter performance
followed expansion of 0.9% in the period June to September, 5.6% in the three
months to June – a period when restrictions on activity were being lifted, and a
contraction of 1.2% in quarter 1 (January to March). For 2021 as a whole, the
economy grew at annual rate of 6.6%.

4.5

The pace of growth subsequently slowed to 0.8% quarter on quarter in the first
three months of 2022, the lowest in a year. The services sector increased 0.4%,
with the largest contributions coming from information and communication,
accommodation and food, and transportation and storage industries, while there
was a decline in wholesale and retail. Production went up 1.2%, mainly due to
manufacturing (1.3%). Also, household consumption went up 0.6%, partially offset
by large movements in international trade flows. This left real GDP 0.7% above its
pre-coronavirus level in Quarter 4 (Oct to Dec) 2019. However, a further slowdown
in growth is expected in the coming months due to the impacts of the war in Ukraine
and the adverse consequences of rising inflation on consumers' purchasing power.
Inflation

4.6

Having been well under the Bank of England’s 2% target throughout 2020-21,
inflation rose sharply during 2021-22. CPI inflation increased from 0.7% in March
2021 to 7% in March 2022. This was due, in large part, to the direct impact of large
increases in global energy and tradable goods prices. Taken together these account
for around 80% of the overshoot of CPI inflation relative to the 2% target.

4.7

The rise in global energy prices has been exacerbated by the economic impact of
Russia’s invasion of Ukraine. It has also contributed significantly to rises in the
wholesale price of many agricultural and other tradeable commodities. However,
even before the war, consumer prices were being pushed upwards by various
global factors including the pattern of economic recovery from the worst of the
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pandemic, the rotation of consumer spending towards goods and away from
services, and supply constraints in certain sectors. Inflation was initially believed to
be temporary. However, this succession of global shocks has contributed to
inflationary pressures in the UK being more persistent than expected.
4.8

Domestic inflationary pressure has also been increasing. Consumer services price
inflation, which is more influenced by domestic costs than goods price inflation, has
strengthened in recent months, due in part at least, to the strength in nominal pay
growth as well as the indirect effect of energy price rises. Annual whole-economy
average weekly earnings grew by 7% in the three months to March 2022 compared
to 3.9% a year earlier.

4.9

Further increases in inflation are expected in the near term. The CPI inflation rate
accelerated to 10.1% in July 2022 and is currently expected to peak at just over
13% in 2022 Q4 and to remain at very elevated levels throughout much of 2023,
before falling to the 2% target two years ahead. The forecast increase in inflation
reflects, in large part, the substantial rises in wholesale gas futures prices and to
a lesser extent Ofgem’s announced changes to the energy price caps along with
increased food and services prices.
Average inflation targeting

4.10 2020-21 saw a major change adopted by the Bank of England in terms of
implementing its inflation target of 2%. In August 2020, a key addition to the Bank’s
forward guidance was a new phrase in the policy statement, namely that “it does not
intend to tighten monetary policy until there is clear evidence that significant
progress is being made in eliminating spare capacity and achieving the 2% target
sustainably”. That appeared designed to say, in effect, that even if inflation rises to
2% in a couple of years’ time, do not expect any action from the MPC to raise the
Bank Rate until they can clearly see that the level of inflation is going to be
persistently above target if it takes no action to raise the Bank Rate.
4.11 That strategy now seems very dated. Inflation is the “genie” that has escaped the
bottle, and a perfect storm of supply side shortages, labour shortages, commodity
price inflation, the impact of Russia’s invasion of Ukraine and subsequent Western
sanctions all point to inflation being at elevated levels until well into 2023.
Labour Market
4.12 Throughout 2021-22 the UK labour market has continued to tighten, with
unemployment falling and the number of vacancies rising. During 2021-22 job
vacancies rose above unemployment levels for the first time ever. While long-term
unemployment has fallen, there are few signs of a significant reversal of the
pandemic-induced rise in economic inactivity. Lower net migration from the EU in
recent years has also been weighing on labour supply. As a result labour supply
has remained lower than pre-Covid while labour demand has risen above pre-Covid
levels.
4.13 Labour Force estimates for the three months to March 2022 indicated a continuing
recovery in the labour market, with a quarterly increase in the employment rate and
a decrease in the unemployment rate. The economic inactivity rate meanwhile
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remained unchanged. The employment rate was estimated at 75.7%. Whilst 0.9
percentage points lower than before the coronavirus pandemic (December 2019 to
February 2020), this is 0.1 percentage points higher than the previous quarter
(December to February 2021), 0.2 percentage points above the 75.5% recorded for
October to December and 1.0 percentage points higher than for the corresponding
period last year.
4.14 The unemployment rate for the three months to March 2022 was estimated at 3.7%.
0.3 percentage points lower than before the pandemic, and 0.1 percentage points
lower than the previous three month period to February 2022. This is the lowest
since 1974 and compares with a rate of 4.9% for the corresponding three month
period last year. For the first time since records began, there were fewer
unemployed people (1.257 million) than job vacancies, which reached a new record
of 1.295 million. Meanwhile, the economic inactivity rate - those without a job and
not actively searching for one - was estimated at 21.4%, 1.2 percentage points
higher than before the pandemic, and 0.1 percentage points lower than the three
month period to February 2022.
4.15 Consistent with the sustained tightening in the labour market, nominal wage growth
during 2021-22 has been robust, increasing at higher rates than before the
pandemic. However, this growth has been tempered by the adverse impact of
mounting inflation on real incomes and consumers' purchasing power. In January to
March 2022, growth in average total pay (including bonuses) was 7.0%, and in
regular pay (excluding bonuses) 4.2%. However, in real terms (adjusted for
inflation), while strong bonus payments since August 2021 kept growth in total pay
positive at 1.4%, regular pay fell on the year at negative 1.2%; the largest fall in real
wages since the period September to November 2013.
4.16 The Coronavirus Job Retention Scheme (CJRS), commonly referred to as the
furlough scheme, closed at the end of September 2021. Around 1.2 million jobs
were furloughed at that time. Despite concerns that closure of the furlough scheme
could lead to a spike in redundancies, there was little evidence in the official data to
suggest that this led to a weakening in the labour market. The unemployment rate
continued to decline while firms have continued to report significant recruitment
difficulties and elevated levels of vacancies.
4.17 In the past, inflationary pressure stemming from the labour market has tended to be
more persistent than that caused by factors such as the cost of energy. How labour
market tightness evolves will therefore be a key factor in determining wage growth
and domestic inflationary pressure over the medium term.
Bank Rate
4.18 After the Bank of England took emergency action in March 2020 to cut the Bank
Rate, first to 0.25% and then to 0.10%, it left the Bank Rate unchanged at its
subsequent meetings until raising it to 0.25% at its meeting on 16 December 2021,
to 0.50% at its meeting of 4 February 2022 and then to 0.75% in March 2022.
4.19 The two emergency cuts to the Bank Rate in March 2020 were accompanied by an
increase in quantitative easing (QE), to expand the Bank of England’s holdings of
UK government bonds and sterling non-financial investment-grade corporate bonds
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by £200 billion. Two further tranches of quantitative easing of £100bn and £150bn
were announced in June and November 2020 to a total of £895bn. The Government
and the Bank also implemented an extensive range of other fiscal and monetary
policy measures aimed at protecting jobs, helping firms struggling with cash flow
problems and limiting any lasting damage to the economy.
4.20 After confounding markets at its November meeting by keeping rates on hold, the
Bank’s Monetary Policy Committee confounded market expectations for a second
time by voting 8-1 at its meeting on 16 December 2021 to raise the Bank Rate by
0.15% from 0.10% to 0.25%. In doing so, it became the first major central bank to
raise official policy rates since the onset of the pandemic. The Committee also
voted unanimously to keep the current QE programme unchanged.
4.21 The emergence of the Omicron variant and slump in GDP growth to just 0.1% m/m
in November had convinced many that the MPC would hold fire on raising rates in
December. However, the strength of the labour market, the drop in October
unemployment to just 4.2% and the surge in inflation to 5.1% in November, trumped
concerns over Omicron and the slowdown in growth which saw the Bank of England
further downgrade its GDP forecast for the last quarter of 2021 by 0.5%.
4.22 In February 2022, the Bank of England’s MPC hiked the Bank Rate for a second
consecutive meeting, by voting 5-4 to increase it by 25bps to 0.5% with the minority
preferring to increase the Bank Rate by 50bps to 0.75%. Meanwhile, with the Bank
Rate hitting the 0.5% trigger, the Committee also voted unanimously to begin the
process of unwinding quantitative easing by:


reducing the £875bn stock of UK government bond purchases, financed by the
issuance of central bank reserves, by ceasing to reinvest maturing assets



beginning to reduce the £20bn stock of sterling non-financial investment-grade
corporate bond purchases, by ceasing to reinvest maturing assets and by a
programme of corporate bond sales to be completed no earlier than towards
the end of 2023.

4.23 At its meeting ending on 16 March 2022, mounting inflationary pressure saw the
MPC vote by a majority of 8-1 to increase Bank Rate by 0.25 percentage points, to
0.75%.
4.24 Since the end of the financial year this increase has been followed by three further
increases in May (from 0.75% to 1%), June (1% to 1.25%) and August (from 1.25%
to 1.75%), pushing borrowing costs to the highest level since 2009.
U.S.
4.25 Compared to the UK economy, the US economy suffered less damage due to the
pandemic. Over 2020 as a whole, the economy shrank by 3.5% compared with
growth of 2.3% in 2019.
4.26

After expanding at 6.3% in Q1 (Jan to March) and 6.7% in Q2 (April to June),
growth slowed sharply to an annualised rate of 2.3% in Q3 of 2021. This
deceleration in real GDP was led by a slowdown in consumer spending. A
resurgence of Covid-19 cases resulted in new restrictions and delays in the
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reopening of establishments in some parts of the country whilst global supply
constraints and decreases government stimulus (in the form of forgivable loans to
businesses, grants to state and local governments, and social benefits to
households) also weighed on consumption and production.
4.27 In Q4 of 2021 real GDP increased at an annual rate of 6.9%. Following a record
3.4% contraction in 2020, for 2021 as a whole, the US economy grew by 5.7%, the
fastest full-year rebound since 1984. The acceleration in the fourth quarter was led
by an upturn in exports as well as accelerations in inventory investment and
consumer spending.
4.28 In the three months to March 2022, the American economy then contracted at an
annualised rate of 1.6% quarter on quarter. This was the first contraction since the
pandemic-induced recession in 2020 as record trade deficits, supply constraints,
worker shortages and high inflation weighed on growth. In the first quarter, an
increase in Covid-19 cases related to the Omicron variant resulted in continued
restrictions and disruptions in the operations of establishments in some parts of the
country. Government assistance payments in the form of forgivable loans to
businesses, grants to state and local governments, and social benefits to
households all decreased as provisions of several federal programs expired or
tapered off.
4.29 The annual CPI inflation rate for the United States increased from 3.6% in March
2021 to 8.5% in March of 2022, the highest since December of 1981. This
compares to inflation rates of 1.4% and 2.3% in 2020 and 2019 respectively. Key
components of this increase have been rises in energy and food costs. From March
2021 to March 2022, consumer prices for energy increased by 32% as Russia’s
invasion of Ukraine pushed crude oil prices higher. Pressures on goods prices from
supply chain bottlenecks have been particularly acute in the US and services
inflation has also increased as the labour market tightened. Elevated consumer
demand has also weighed on CPI.
4.30 A sustained recovery in the job market helped by a fast-recovering economy and
strong demand for labour saw the US unemployment rate fall from 6.1% in April
2021 to 3.6% in March 2022, the lowest since February 2020 and slightly below
market expectations of 3.7%. After peaking at 14.4% in April 2020, the
unemployment rate has been on a downward trend as the labour market continued
to recover from the pandemic hit, helped by a surge in demand for labour, record
levels of job openings and the expiration of enhanced jobless benefits. Meanwhile,
the labour force participation rate closed the year to March 2022 at 62.4%, the
highest level since March 2020.
4.31 The US Federal Reserve (the Fed.) raised the target for the Federal Funds Rate by
a quarter-point to 0.25%-0.5% during its March 2022 meeting, in line with market
expectations and signalled ongoing rate hikes ahead. This represented the first
increase in borrowing costs since 2018. In addition, policymakers expect the Fed to
begin reducing its holdings of Treasury securities and agency debt and agency
mortgage-backed securities at a coming meeting with Chair Jerome Powell noting
at the time that the rundown could come as soon as the next meeting in May.
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4.32 The flurry of comments from Fed officials following the mid-March Federal Open
Market Committee (FOMC) meeting – including from Chair Jerome Powell himself –
hammered home the hawkish message from the FOMC’s mid-March meeting, and
led to markets pricing in a further 225bps of interest rate increases in 2022 on top of
the initial move to an interest rate range of 0.25% - 0.5%.
4.33

The upward pressure on inflation from higher oil prices and potential knock-on
impacts on supply chains all argue for tighter policy, but the hit to real disposable
incomes and the additional uncertainty points in the opposite direction. More
recently, the inversion of the 10y-2y Treasury yield spread at the end of March led
to predictable speculation that the Fed’s interest rate hikes would quickly push the
US economy into recession.

4.34 Since the end of the financial year, the Federal Reserve raised the target for the
federal funds rate by half a point to 0.75%-1% during its May 2022 meeting in order
to tackle soaring inflation. This represented the biggest rise in borrowing costs since
2000. It was followed by a 75bps increase to 1.5%-1.75% at its June 2022 meeting,
and by a further 75bps to 2.25%-2.5% during its July 2022 meeting as inflation
accelerated to a 40-year high of 9.1% in June 2022.
Eurozone
4.35 The slow rollout of vaccines initially delayed economic recovery in early 2021 but
the vaccination rate then picked up sharply. After expanding at 0.1% in quarter 1
(Q1), Q2 came in with strong growth of 2%. With Q3 growth at 2.2%, the EU
recovery was then within 0.5% of its pre-Covid size. However, the arrival of Omicron
variant presented a major headwind with growth in quarter 4 (Oct to Dec) of 2021
and quarter 1 of 2022 falling to 0.6%. For the financial year as a whole, Gross
Domestic Product in the European Union expanded by 5.2% in the final quarter of
2021-22 when compared with the same quarter of the previous year. The EU
unemployment rate was 6.2% in March 2022, down from 6.3% in February 2022
and 7.5% in March 2021.
4.36 While inflation has hit the headlines recently, the risk of recession has also been
rising. Among the bigger countries, Germany is most likely to experience a
“technical” recession because its GDP contracted in Q4 2021, and its performance
has been subdued in Q1 2022.
4.37 In December the European Central Bank (ECB) joined with the US Federal Reserve
by announcing at its meeting on 16 December, that it would be reducing its
quantitative easing (QE) purchases by half from October 2022, i.e. it will still be
providing significant stimulus via QE purchases for over half of next year. The ECB
did not change its key interest rates in 2021-22. However, the President of the ECB,
Christine Lagarde, hinted in the press conference after the February meeting that
the ECB may accelerate monetary tightening before long and that asset purchases
could be reduced more quickly than implied by previous guidance. She also refused
to reaffirm officials’ previous assessment that interest rate hikes in 2022 are “very
unlikely”.
4.38 With euro-zone inflation having jumped to 7.5% in March 2022, up from 1.3% in
March 2021 and more than 3 times above the central bank target of 2%, it seems
increasingly likely that the ECB will accelerate its plans to tighten monetary policy to
address mounting inflationary pressures. This is likely to include ending its net asset
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purchases earlier than the Q3 date which the ECB targeted at its March meeting. At
the end of 2021-22 the market was anticipating possibly three 25bp rate hikes later
this year followed by more in 2023. Policymakers have also hinted strongly that they
would re-start asset purchases if required. In a recent speech, Christine Lagarde
said “we can design and deploy new instruments to secure monetary policy
transmission as we move along the path of policy normalisation.”
4.39 At its June 2022 meeting, the ECB announced that it would end net asset
purchases under its asset purchase programme as of July 1 2022 and that it
intended to raise the key ECB interest rates by 25 basis points in July. In July 2022
the ECB then raised its 3 key interest rates by 50bps, in an attempt to release
inflationary pressures. This was the first increase since 2011 and brought to an end
eight years of negative rates. In the minutes from the ECB's July meeting, ECB
policymakers noted that the increase in July of 50bps instead of the 25bps increase
the central bank initially committed to in June, should be regarded as frontloading
the exit from negative rates and necessary to normalise monetary policy, rather
than indicating a change in the rate to be expected as the end-point of the
normalisation cycle.
Asia
4.40 In China, a concerted effort to get on top of the virus outbreak in quarter 1 of 2020
saw strong economic recovery during the remainder of 2020. This enabled it to
recover all of the initial contraction. During 2020, policy makers both quashed the
virus and implemented a programme of monetary and fiscal support that has been
particularly effective at stimulating short-term growth. At the same time, China’s
economy has benefited from the shift towards online spending by consumers in
developed markets. These factors help to explain its comparative outperformance
compared to western economies during 2020 and earlier in 2021.
4.41 However, 2021 saw the economy negatively impacted by political policies that have
focussed on constraining digital services, restricting individual freedoms, and reestablishing the power of the One-Party state. With the recent outbreaks of Covid19 in large cities, such as Shanghai, and other headwinds near-term economic
performance is likely to be subdued. Official GDP numbers suggest an annual
growth rate of c4% y/y in the fourth quarter of 2021. However, other data measures
suggest this may be an overstatement. This represents the slowest pace of
expansion since Q2 2020. For 2021 as a whole, China's GDP grew by 8.1%,
accelerating from a 2.2% expansion in 2020. The growth rate picked up to 4.8% y/y
in Q1 2022. However, the risk of a sharp slowdown in the coming months
heightened, amid widespread COVID-19 lockdowns, a prolonged downturn in the
property sector and uncertainty from the war in Ukraine.
4.42 In Japan, economic performance through 2021-22 is best described as tepid. With a
succession of local lockdowns throughout the course of the year, Gross Domestic
Product (GDP) in 2021 expanded by 1.7% compared to a 4.5% contraction in 2020.
However, after expanding by 7.3% in the first quarter, growth has slowed to 0.20%
in the first quarter (January to March) of 2022 compared to the same quarter of the
previous year. The Bank of Japan is continuing its very loose monetary policy with
the policy remaining at -0.1%. Unemployment is currently only 2.7% and inflation is
sub 1%, although cost pressures are mounting.
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.

Global Growth

4.43 World growth was in recession in 2020 but recovered during 2021 before starting to
lose momentum in the latter half of the year, due in part to supply disruptions in
advanced economies and worsening pandemic dynamics in low-income developing
countries. World growth is estimated to have expanded 8.9% in 2021-22 following a
contraction of 6.6% in 2020-21.
4.44 Until recent years, global growth has been boosted by increasing globalisation i.e.
countries specialising in producing goods and commodities in which they have an
economic advantage and which they then trade with the rest of the world. This has
boosted worldwide productivity and growth and, by lowering costs, has also
depressed inflation. However, the rise of China as an economic superpower over
the last 30 years, which now accounts for 18% of total world GDP, (the USA
accounts for 24%), coupled with Russia’s recent invasion of Ukraine, has
unbalanced the world economy. In addition, after the pandemic exposed how frail
extended supply lines were around the world, both factors are now likely to lead to a
sharp retrenchment of economies into two blocs of western democracies versus
autocracies. It is, therefore, likely that we are heading into a period where there will
be a reversal of world globalisation and a decoupling of western countries from
dependence on China (and to a much lesser extent Russia) to supply products and
vice versa. This is likely to reduce world growth rates.

5.0 Overall Treasury Position at 31 March 2022
5.1

The Council’s treasury position at the beginning and end of 2021-22 was as follows:
Table 1: Overall treasury position
31.3.21
Principal

Rate/
Return1

Av. Life

31.3.22
Principal

Rate/
Return1

Av. Life

£’000

%

Years

£’000

%

Years

16,563

5.05

21

15,871

5.14

21

85

0.00

<1

85

0.00

<1

16,648

5.02

-

15,956

5.11

-

Short-term investments

14,881

0.01

<1

24,303

0.4

<1

investments2

12

8.80

-

12

8.50

-

PWLB loans
Other borrowing
Total debt

Long-term

Bank overdraft less cash

(3,301)

-

-

(1,129)

-

-

Total investments

11,592

0.02

-

23,186

0.05

-

1 weighted

average rate on borrowing/investments at 31 March (for illustrative purposes only)
including ‘policy investments’ falling outside of the Council’s Treasury Management and
Investment Strategies
2 Not

5.2

The Council’s treasury management debt and investment position is organised in
order to ensure adequate liquidity for revenue and capital activities, security for
investments and to manage risks within all treasury management activities.
Procedures and controls to achieve these objectives are well established, both
through member reporting detailed in the introduction and through officer activity
detailed in the Council’s Treasury Management Practices.
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5.3

Items included in table 1 comprise borrowing and investments in financial instruments
held for treasury management purposes (i.e. investments arising from the Authority’s
cash flows or risk management activity and which ultimately represent balances that
need to be invested until the cash is required for use in the course of business).
Excluded from table 1 are:
 ‘service/policy investments’ in financial assets such as loans supporting service
outcomes and investments in subsidiaries and joint ventures made for
commercial or service purposes, (rather than for treasury management
purposes); this includes the Authority’s investment (loan notes) in Allerdale
Investment Partnership LLP
 commercial investments in non-financial assets (for example, investment
property) taken or held primarily for financial return and not linked to treasury
management activity or directly part of delivering services.

6.0 The Borrowing Requirement
6.1

The Council’s underlying need to borrow to finance capital expenditure is measured
by the Capital Financing Requirement (CFR). The CFR represents the historic cost
of capital expenditure that has yet to be financed by setting aside resources (grants,
contributions, capital receipts and revenue financing).

6.2

Capital expenditure that is not financed when incurred, through the application of
capital grants, contributions, capital receipts or a direct charge to revenue will
increase the capital financing requirement. It will also give rise to a requirement to
make an annual charge to the general fund, known as the minimum revenue
provision (MRP). Charging the minimum revenue provision or a voluntary revenue
provision (in addition to the MRP) against the general fund will reduce the CFR.

6.3

The Council’s Treasury Management Strategy Statement for 2021-22 included an
expected net decrease in the Authority’s CFR of £1.043m during 2021-22 and a
closing CFR at 31 March 2022 of £25.910m. This decrease was based on the 202122 capital budget approved by Council in March 2021 and the revised capital
budget for 2020-21 approved in December 2020. The estimated decrease in the
CFR during 2021-22 was subsequently revised to an increase of £0.431m while the
estimated closing CFR balance at 31 March 2022 revised down to £21.567m. The
net increase to expected movement in the CFR of £1.474m reflects:
 the 2020-21 capital outturn position and approved budget carry forwards
incorporated into the 2021-22 revised capital budget. This reduced the
opening CFR at 1 April 2021 by £5.817m and added £5.726m to the
expected increase in 2021-22
 £0.210m reduction to the MRP (increase in CFR) to reflect the 2020-21
capital outturn position, less
 £58k reduction in capital expenditure funded from borrowing reflecting
additional grant receipts (£50k) and an increase in the use of general fund
balances (£8k) to fund the revised 2021-22 capital budget, and
 reprofiling adjustments included in the revised 2021-22 capital budget to
move £4.404m of previously approved expenditure, funded from borrowing,
from 2021-22 to 2022-23.
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6.4

Details of actual borrowing transactions undertaken in 2021-22 are summarised in
section 9.

6.5

At 31 March 2022, the Council’s capital financing requirement stood at £20.292m
compared to £21.136m at 31 March 2021. The decrease of £0.844m over the
course of 2021-22 reflects:
 an increase of £282k relating to unfinanced capital expenditure incurred
during the year
 a reduction of £1,126k resulting from amounts set aside from revenue (the
minimum revenue provision), calculated in accordance with the approved
MRP Policy Statement for 2021-22.
Table 2: Capital Financing Requirement

CFR at 31 March

6.6

6.7

31.3.21
Updated
Estimate

31.3.21
Actual

31.3.22
Approved
Estimate

31.3.22
Updated
Estimate

31.3.22
Actual

£000

£000

£000

£000

£000

26,953

21,136

25,910

21,567

20,292

The variance of £1.275m between the actual and updated estimate of the CFR at
31 March 2022 comprises:


£1.269m relating to the unfinanced portion of approved 2021-22 capital
budget carry forwards (i.e. the amount funded from borrowing) of £4.601m



£6k reduction in unfunded capital expenditure associated with the reported
net underspend (after budget carry-forwards) of £26k.

Capital budget carry-forwards of £4.601m were approved as part of the 2021-22
Capital Outturn report presented to the Council’s Executive on 20 July 2022. These
carry-forwards relate to the re-profiling of previously approved budget expenditure,
from 2021-22 to 2022-23, in respect of the following capital schemes:
 Lillyhall Infrastructure - carry forward £1,522k (£381k unfinanced)
 Mandatory Disabled Facilities Grants - carry forward £1,211k (£0k
unfinanced)
 Workington – Accelerated Towns Funding Scheme - carry forward £469k
(£319k unfinanced)
 Strategic Acquisitions - carry forward £379k (£299k unfinanced)
 Biodiversity and Green Infrastructure programmes - carry forward £138k
(£50k unfinanced)
 Maryport Future High Street carry forward £370k (£0k unfinanced)
 Maryport HAZ- carry forward £111k (£9k unfinanced)
 Kirkgate Centre Contribution - carry forward £100k (£100k unfinanced)
 Other schemes - carry forward £301k (£111k unfinanced).
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7.0 Public Works Loan Board (PWLB) Borrowing Rates in 2021-22
7.1

Table 3 shows the PWLB borrowing rate forecasts, provided by the Authority’s
Treasury advisors (Link Asset Services) and included in the TMSS and Mid-year
update report. Forecasts included in the TMSS were issued on 9 November 2020
while the mid-year forecasts were issued on 8 November 2021 following publication
of the quarterly Bank of England Monetary Policy Report in November, and the
decisions and forward guidance issued by the Banks Monetary Policy Committee
(MPC) at its meeting on 4 November 2021.

7.2

Borrowing rates shown in table 3 are based on the PWLB Certainty Rate (standard
new loan rate minus 20 basis points) which has been accessible to most authorities
since 2012. The forecasts included in the TMSS and Mid-year update, expected
only gradual rises in medium and longer-term fixed borrowing rates during 2021-22
and the two subsequent financial years. Variable, or short-term rates, were
expected to be the cheaper form of borrowing over the period. The TMSS also
acknowledged that, in the short-term, geo-political events, sovereign debt issues,
emerging market developments and sharp changes in investor sentiment could
contribute to short-term volatility in financial markets and borrowing rates.
Table 3: Forecast interest rates 2021-2024
Quarter
ending

Mar-21
Jun-21
Sep-21
Dec-21
Mar-22
Jun-22
Sep-22
Dec-22
Mar-23
Jun-23
Sep-23
Dec-23
Mar-24
Jun-24
Sep-24
Dec-24
Mar-25

PWLB Borrowing Rates1

Bank Rate %
5 year %
TMSS

Mid- Yr

0.10
0.10
0.10
0.10
0.10
0.10
0.10
0.10
0.10
0.10
0.10
0.10
0.10
-

0.10
0.10
0.10
0.10
0.10
0.25
0.25
0.25
0.25
0.50
0.50
0.50
0.75
1.00
1.00
1.00
1.25

10 year %

TMSS Mid- Yr TMSS Mid- Yr

0.80
0.80
0.80
0.80
0.80
0.90
0.90
0.90
0.90
1.00
1.00
1.00
1.00
-

1.40
1.40
1.50
1.50
1.60
1.60
1.60
1.70
1.70
1.70
1.90
1.90
2.00
2.00

1.10
1.10
1.10
1.10
1.10
1.20
1.20
1.20
1.20
1.30
1.30
1.30
1.30
-

1.80
1.80
1.90
1.90
2.00
2.00
2.00
2.10
2.10
2.10
2.30
2.30
2.30
2.40

25 year %
TMSS

1.50
1.60
1.60
1.60
1.60
1.70
1.70
1.70
1.70
1.80
1.80
1.80
1.80
-

50 year %

Mid- Yr TMSS Mid- Yr

2.20
2.20
2.30
2.30
2.40
2.40
2.40
2.50
2.50
2.60
2.60
2.60
2.70
2.70

1.30
1.40
1.40
1.40
1.40
1.50
1.50
1.50
1.50
1.60
1.60
1.60
1.60
-

2.00
2.00
2.10
2.20
2.20
2.20
2.20
2.30
2.30
2.40
2.40
2.40
2.50
2.50

1Certainty

rates are calculated by subtracting 0.2% from the standard new loan rates. Certainty rates apply to
authorities who have provided MHCLG with required information on their plans for long-term borrowing and
associated capital spending.

7.3

Graph 1 along with the graph and tables in Appendix B show, for a selection of
maturity periods, the high and low points for PWLB certainty maturity rates, the
average rates, spreads and individual rates at the start and the end of the financial
year.
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Graph 1: PWLB borrowing rates 2021-22
PWLB Rates 1.4.21 - 31.03.22
3.00%
2.80%
2.60%
2.40%
2.20%
2.00%
1.80%
1.60%

1.40%
1.20%

1.00%
0.80%
0.60%
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50 Year

50 year target %

Movement in PWLB certainty rates April to September 2021
7.4

PWLB rates are offered at a fixed margin above the Government’s cost of
borrowing, as measured by gilt (UK Government bonds) yields. The main influences
on gilt yields are the bank rate, inflation expectations and movements in US
treasury yields.

7.5

Whilst there has been significant volatility in gilt yields since the beginning of 2021,
the first three months of financial year 2021-22 saw little consistent direction in
rates. A falling trend between May and August was followed by a steady rise in gilt
yields and PWLB rates, across the curve, during September. The adoption of more
hawkish forward guidance by the Bank of England’s Monetary Policy Committee in
September, saw a further uptick in yields at the end of September.

7.6

At 30 September 2021, the 50 year PWLB certainty rate for new loans closed at
1.97% (30.9.20: 2.4%), down marginally from 2.13% at the beginning of the
financial year. The 25-year rate ended the period at 2.19%. This compares with a
rate of 2.22% at the beginning of April 2021 and 2.56% at the end of September
2020. The forecast rates for September included in the TMSS for 50 and 25-year
maturities were 1.4% and 1.6% respectively.
Movement in PWLB certainty rates October 2021 to March 2022

7.7

Following the sharp rise in gilt yields and PWLB rates towards the end of
September, the second half of 2021-22 saw a fall in rates during quarter 3 before
rising once more during the last ten days of 2021. This increase was followed by
further steep rises in the final quarter of 2021-22, as markets became focussed on
the embedded nature of inflation, spurred on by a broader opening of economies
post the pandemic, and rising commodity and food prices following Russia’s
invasion of Ukraine.
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7.8

At 31 March 2022, the 50-year PWLB certainty rate (gilt plus 80bp) for new loans
stood at 2.39% (fixed) compared to 1.97% at 30 September and 1.99% at 31 March
2021. Meanwhile, the 25-year rate ended the year at 2.64% compared to 2.19% at
both 30 September 2021 and 31 March 2021. This compares with updated
forecasts included in the Mid-year report for 50 and 25-year maturities at the end of
2021-22 of 2.0% and 2.2% respectively.

7.9

Inflation targeting by the major central banks has been successful over the last 30
years in lowering inflation expectations and the real equilibrium rate for central rates
has fallen considerably due to high levels of borrowing by consumers. This means
that central banks do not need to raise rates as much now to have a major impact
on consumer spending, inflation, etc. The consequence of this has been the gradual
lowering of the overall level of interest rates and bond yields in financial markets
over the last 30 years.

7.10

Over the last two years this resulted in many bond yields up to 10 years turning
negative in the Eurozone on expectations that the EU would struggle to get growth
rates and inflation up from low levels. In addition, there has at times, been an
inversion of bond yields in the US whereby 10-year yields fell below shorter-term
yields. In the past, this has been a precursor of a recession. More recently, yields
have risen since the turn of the year on the back of global inflation concerns.

7.11 As the US financial markets are by far, the biggest financial markets in the world,
any upward trend in US treasury yields will invariably impact and influence financial
markets in other countries. Although UK gilt yields and US treasury yields do not
always move in unison, since 2011 there has on average been a 75% correlation
between movements in 10-year US treasury yields and 10-year UK gilt yields. The
graph below shows actual movements in both 10 year yields.
Graph 2: UK gilt yields v. US treasury yields
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Sep-21

Dec-21

Mar-22

Forwards - Treasuries

0.25
Jun-22

10 year Treasury yield (%)

10 year Gilt yield (%)

1.4

7.12 Looking ahead, there is likely to be a further rise in short dated gilt yields and PWLB
rates over the next three years as the Bank Rate is forecast to rise from 0.75% in
March 2022 to 2.5% later this year, with upside risk likely if the economy proves
resilient in the light of the cost-of-living squeeze. Medium to long dated yields are
driven primarily by inflation concerns but the Bank of England is also embarking on
a process of Quantitative Tightening whereby the Bank’s £895bn stock of gilt and
corporate bonds will be sold back into the market over several years. The impact
this policy will have on the market pricing of gilts, while issuance is markedly
increasing, is an unknown at the time of writing.

8.0 Borrowing Strategy for 2021-22
8.1

In recent years, the Council has maintained an under-borrowed position. This
means the capital borrowing need (the Capital Financing Requirement - CFR) has
not been fully funded with loan debt. By utilising cash supporting the Council’s
reserves and favourable in-year cash flows, the Council has been able to avoid the
need to borrow up to the level of the CFR.

8.2

This has allowed the Council to minimise borrowing costs and reduce treasury risk
by postponing borrowing and reducing its external investment balances. The policy
of avoiding new borrowing by utilising cash balances, has served the Council well
and is considered prudent in light of low investment returns and the ongoing
counterparty risk considerations which have endured since the 2008 financial crisis.

8.3

Low investment returns (see section 10) also means there remains a cost of carry on
any new long-term borrowing not immediately used to finance capital expenditure as
this would have caused a temporary increase in cash balances and would have
incurred a revenue cost reflecting the difference between (higher) borrowing costs and
investment returns.

8.4

The borrowing strategy adopted in 2021-22 was for the Council to continue with this
policy to the extent permitted by its liquidity requirements and the effective
management of its interest rate exposures. In managing interest rate exposures,
interest rates were closely monitored throughout the year and a pragmatic strategy
adopted based upon the following principles:




if it had been felt that there was a significant risk of a sharp fall in long and
short term rates (e.g. due to a marked increase of risks around relapse into
recession or of risks of deflation), then long term borrowing would have been
postponed, and potential rescheduling from fixed rate funding into short term
borrowing would have been considered.
if it had been felt that there was a significant risk of a much sharper rise in
long and short term rates than expected (e.g. due to an acceleration in the
start date and the rate of increase in central rates in the US and UK; a
greater than expected increase in global economic activity or a sudden
increase in inflation risks), then the portfolio position would have been reappraised with the most likely action being to draw down fixed rate funding
whilst interest rates were lower than they were projected to be in the next few
years.
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9.0

Borrowing Activity in 2021-22

9.1

A summary of borrowing transactions undertaken during 2021-22 is included in the
following table (table 4).
Table 4: External borrowing activity during 2021-22
New
Borrowing
£’000

Borrowing
Repaid
£’000

Other
Movements
£’000

16,563

0

(692)

0

15,871

31

0

0

0

31
54
15,956

01-Apr-21
£’000

31-Mar-22
£’000

Long-term
PWLB – fixed rates
Short-term
Local Bonds
Trust Funds

54

0

0

0

16,648

0

(692)

0

9.2

The Council did not undertake any new borrowing, premature repayments or
rescheduling of existing borrowing during 2021-22. Scheduled loan repayments of
£692k were made during the year to March 2022.

9.3

The Council’s 2021-22 Budget and Treasury Management Strategy Statement
anticipated additional PWLB borrowing during 2021-22 of £250k to fund the
Council’s capital programme. It also assumed additional borrowing of up to £7.230m
in 2020-21, including £1.4m of borrowing in respect of unfinanced capital
expenditure (i.e. amounts funded from borrowing) incurred prior to 2020-21. A
further £221k of planned capital expenditure was budgeted to be met from internal
borrowing in 2020-21. However, as noted in the Treasury Management Annual
Review 2020-21, no new external borrowing was undertaken in 2020-21.

9.4

As a result of the deferral of borrowing from 2020-21 and the reprofiling and other
changes included in the Council’s revised 2021-22 capital programme, the
anticipated (maximum) external borrowing requirement for 2021-22 was
subsequently revised to £2.650m. This figure included £1.250m in respect of
unfinanced capital expenditure incurred prior to 2021-22. A further £157k of capital
expenditure was budgeted to be met from internal borrowing.

9.5

The actual amount of capital expenditure funded from borrowing in 2021-22 was
£282k compared to the revised budget of £1,557k. A variance of £1,275k. Of this
£1,269k has been carried forward to 2022-23. The in-year expenditure of £282k
was met from internal borrowing.

9.6

As noted above, the Council’s policy is to use internal borrowing to avoid or
postpone the timing of any new borrowing, in circumstances where it considered
prudent to do so, having regard to its liquidity requirements and the effective
management of interest rate exposures.
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9.7

In 2021-22, the reported underspend against the capital budget, coupled with the
timing of capital expenditure during the year and other positive in year cash flows
enabled the Council to continue with this policy. This has allowed the Council to
meet its liquidity requirements by utilising cash from reserves, revenue balances
and favourable in year cash flows without the need to borrow externally up to the
level of the CFR.

9.8

As a consequence, during the year to March 2022, the Council has maintained an
under borrowed position. At 31 March 2022, the level of under borrowing was
£4.34m, compared to £4.49m at 31 March 2021. Further information regarding the
movement in the CFR and the level of under borrowing is set out in Appendix A
(Prudential indicators).

9.9

At 31 March 2022, the Council’s PWLB loan portfolio consisted of fixed rate:
 maturity loans totalling £8.0m (31 March 2021: £8.0m)
 annuity loans of £1.365m (31 March 2021: £1.460m)
 EIP loans of £6.506m (31 March 2021: £7.103m).

9.10 Interest rates applying to individual loans within the Council’s PWLB loan portfolio
range from 1.95% to 9.5%. At 31 March 2022, the weighted average rate of interest
payable on the Council’s PWLB loan portfolio stood at 5.14% (31 March 2021:
5.05%). Whilst this remains above current rates applicable to new PWLB borrowing
(see Appendix B) - reflecting the historic nature of the Council’s PWLB loans
portfolio - the differential between new and premature redemption rates meant
rescheduling remained unviable throughout 2021-22.
9.11 At 31 March 2022, the ‘fair value’ of the Council’s PWLB loans portfolio, measured
using PWLB premature repayment rates, was £27.844m (31 March 2021:
£31.171m).The difference of £11.973m (31 March 2021 £14.608m) between the fair
value and the principal outstanding of £15.871m (31 March 2021: £16.563m)
reflects:
i. the premium that would be payable to repay those loans prematurely of
£11.774m (2021: £14.404m), plus
ii. interest accrued from the previous scheduled repayment date of £0.199m
(2021: £0.204m).
9.12 At 31 March 2022, the weighted average life of the Council’s PWLB loan portfolio
was approximately 21 years (31 March 2021: 21 years). The weighted average time
to maturity of these loans was 24 years (31 March 2020: 25 years).

10.0 Investment Rates in 2021-22
10.1

After falling to near zero and in some cases into negative territory during 2020-21,
investment returns remained close to zero throughout much of 2021-22.
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10.2 The forecast included in the Treasury Management Strategy Statement for 2021-22
was for no increase in the Bank Rate within the forecast horizon ending on 31
March 2024. Predicated on the assumption that inflation was unlikely to rise
sustainably above 2% during this period, the expectation for 2021-22 was for the
Bank Rate to remain at 0.1% until it was clear to the Bank of England that the
emergency level of rates, introduced at the start of the Covid-19 pandemic, were no
longer necessary.
10.3

In addition to the decision to cut the bank rate to 0.10% in March 2020 and expand
its quantitative easing programme, the Bank of England and Government also
introduced various monetary and fiscal measures to supply the banking system and
the economy with massive amounts of cheap credit so that banks could help cashstarved businesses to survive Covid restrictions. This meant that for most of the
year there was much more liquidity in financial markets than there was demand to
borrow. The consequent effect of this was that investment rates remained low until
towards the turn of the year when inflation concerns indicated central banks, not just
the Bank of England, would need to lift interest rates to combat the second-round
effects of growing levels of inflation.

10.4

To reflect the growing concerns over inflation, revised forecasts included in the
2021-22 Mid-year update report, included five increases in the Bank Rate over the
forecast period. The first, from 0.10% to 0.25%, was included in December 2021.
This is followed by four further 25 basis point (bp) increases in quarter 2 (April to
June) of 2022 to 0.50%, quarter 1 (January to March) of 2023 to 0.75%, quarter 1 of
2024 to 1.00% and, finally, in quarter 1 of 2025 to 1.25%.

10.5 Prior to the MPC meeting on 24 September 2021, when 6 and 12-month rates
increased in anticipation of a Bank Rate rise in 2022, short-term money market
investment rates rose only weakly since the Bank Rate was cut to 0.10% in March
2020.
10.6 Between April and September 2021, the overnight LIBID rate remained broadly
stable, fluctuating between a high of -0.083% and a low of -0.087%. The average
overnight rate for the six months to September 2021 was -0.084%. This compares
with an average of -0.071% for the corresponding period last year, and an average
for the financial year 2020-21 as a whole of -0.077% (2019-20: 0.516%).
10.7 Over the same period, the 7-day LIBID fluctuated between a high of -0.079% and a
low of -0.089%. The average 7-day rate for the six months to September was 0.083%. This compares with an average of -0.055% for the corresponding period
last year and an average for the financial year 2020-21 of -0.071 (2019-20:
0.534%).
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Graph 3: Investment Rates (LIBID) in 2021-22 (April to December 2021)

10.8 Inflationary concerns and expectations of an increase in the base rate saw
investment yields on a rising trend during September and October 2021. After
peaking in late October, rates fell sharply in early November as the Bank of
England’s Monetary Policy Committee (MPC) confounded market expectations of a
rate hike, by voting 7-2 to leave the Bank Rate unchanged at 0.10% at its meeting
on 4 November 2021.
10.9 Over the course of quarter three, the 7-day and overnight rates LIBID rate rose from
around -0.08% at 1 October to +0.06% on 31 December 2021. The average 7-day
and overnight rates for this period were around -0.06%. Much of the increase in
yields across the curve came in second half of December after the Monetary Policy
Committee confounded market expectations for a second consecutive meeting by
voting 8-1 to raise the Bank Rate by 0.15bps from 0.10% to 0.25% at its meeting on
16 December 2021.
10.10 The LIBID and LIBOR benchmarks ceased on 31 December 2021 and have
generally been replaced by SONIA, the Sterling Overnight Index Average.
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Graph 4: Investment Rates (SONIA) in 2021-22 (April to December 2021)
Bank Rate vs term SONIA rates % 1.4.21 - 31.3.22
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10.11 Investment rates over the final quarter of 2021-22 continued on an upward trend
with overnight and one-month rates increasing by 50bps in line with the two 25
basis point increases in the base rate in February and March 2022. The SONIA
overnight and one-month rates closed the year at around 0.69% while the threemonth rate rose from 0.34% to close the year at 0.92%. For longer maturities, the
six month and one year rates rose by 0.7 and 0.85 basis points to close at 1.19%
and 1.61% respectively. The average overnight rate during the quarter was 0.39%.

11.0 Investment strategy
11.1 The Council’s investment policy is set having regard to the Department for Levelling
Up, Housing & Communities (DLUHC) (formerly the Ministry of Housing,
Communities & Local Government (MHCLG)) Guidance on Local Government
Investments - third edition (February 2018) and CIPFA’s Treasury Management in
the Public Services: Code of Practice and Cross-Sectoral Guidance Notes (‘the
Treasury Management Code’). The primary objectives of the Council’s treasury
investment activity are to ensure:
 first, the security of principal sums invested (i.e. to protect the capital sum
invested from loss)
 second, that appropriate levels of liquidity are maintained (i.e. ensuring funds
invested are available to meet expenditure when needed).
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11.2 The policy for 2021-22 was set out in the Treasury Management Strategy Statement
and Investment Strategy approved by Council on 3 March 2021. The contents of
this policy include:
 procedures for determining the counterparties with whom investments may
be placed, including the use of credit ratings and other sources of information
to assess credit and counterparty risk
 the types of investment instruments that may be used
 limits on the amount that may be invested with any single institution or group
of institutions
 limits on the maximum period for which funds may be prudently committed.
11.3

In the current economic climate and in light of the Council’s forecast liquidity
requirements, the investment strategy for 2021-22 considered it appropriate to keep
investment terms short and to retain the current upper limit on investment maturities
of 12 months on all new investments.

11.4

Continued concerns over counterparty risks promoted a cautious approach,
whereby investments would continue to be dominated by low counterparty risk
considerations, resulting in relatively low returns compared to borrowing rates.

12.0 Investment Outturn for 2021-22
12.1 Investment activity during the year - excluding ‘policy investments’ falling outside of
the Councils Treasury Management and Investment Strategies, is summarised in
the following table:
Table 5: Investment activity during 2021-22
Credit
Rating

Investments

1 April
2021

Made

Repaid

£’000

£’000

£’000

Other
31 March
Movements
2022
£’000

£’000

Specified Investments
Call Accounts
Call Accounts
Term Accounts (DMO)
Money Market Funds

AA-

0

0

0

A+/A/AAA-

7,620
0

46,375
72,970

(45,947)
(72,970)

0
0

8,048
0

AAA

7,261

47,489

(38,495)

0

16,255

12

0

0

0

12

14,893

166,834

(157,412)

0

24,315

Non Specified Investments
Equity Shares

Not rated

12.2 Investment activity during the year complied with the Council’s approved treasury
strategy and the Council had no liquidity difficulties. In keeping with DLUHC’s
guidance on local authority investments, the Council maintained a sufficient level of
liquidity through use of money market funds, call and fixed term deposits with HM
Government’s Debt Management Office (DMO). All (specified) investments made
during 2021-22 had a maximum maturity not exceeding 365 days (from the date of
acquisition).
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12.3

Over the course of 2021-22, the Council’s average short-term investment balance of
internally managed funds was £31.2m (2020-21: £24.7m; 2019-20: £13.6m). These
funds earned an average rate of return of approximately 0.05% (2020-21: 0.07%;
2019-20: 0.65%). This compares with the Council’s benchmark return (the 7-day
backward looking the Sterling Overnight Index Average (SONIA) uncompounded)
over the year of 0.135% (2020-21 7-day LIBID:-0.07%). The amount of interest and
dividends earned on investments (long-term and short-term) listed in table 5 and
credited to the general fund during 2021-22 was £15,268 (2020-21: £17,448; 201920: £85,757. This compares to a revised budget for 2021-22 of £6,000.
Investment balances 2018/19 to 2021/22
55,000
50,000
45,000

2018/19

2019/20

2020/21

2021/22

40,000

£'000

35,000
30,000
25,000
20,000
15,000
10,000
5,000
-

12.4

In comparison with 2019-20 and earlier years, both 2020-21 and 2021-22 saw
significant increases in the Authority’s average investment balances. Underpinning
these increases were the cash flows associated with measures implemented by
central government in response to the Covid-19 pandemic and rising energy costs.
This included the upfront receipt of grant funding in respect of various financial
support packages administered by the Authority on behalf of central government, as
well as a number of other measures aimed at alleviating pressures on local
authority cash flows during the pandemic. The elevated investment balances have
also been impacted by the advance receipt of capital grants.

12.5

During 2021-22, the increases in market yields on shorter-term investments during
the final quarter of the financial year, contributed to an increase in yields achieved
on Money Market Funds (MMFs). Over the course of the year, investments in
Money Market Funds accounted for around 60% of investments placed, with yields
achieved on those investments increasing from between 0.00% and 0.01% at the
beginning of the year to between 0.18% and 0.25% during the final quarter. Yields
at 31 March 2022 were in the range 0.44% to 0.54%. The remaining 40% of
average investment balances placed over the course of 2021-22 comprised of call
accounts (33%) and term deposits placed with the HM Treasury’s Debt
Management Office Account Deposit Facility (DMADF) (7%).
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Credit Risk
12.6 The Council’s prime policy objective of its investment activity is to ensure the
security of principal sums invested.
12.7 Ensuring the security of principal sums invested is achieved through active
management of the Council’s credit risk exposures. This includes placing
restrictions and limits on:
 the counterparties with whom investments may be placed based on the
creditworthiness of the counterparty
 the types of investment instruments that may be used
 the duration of individual investment instruments depending on the financial
standing (creditworthiness) of the counterparty
 the amount invested with any single institution or group of institutions on the
Council’s list of approved counterparties.
12.8

Whilst published credit ratings remain the primary means of assessing the credit
worthiness of counterparties, the Council continues to make use of other sources of
information on credit risk before making investment decisions. This information
includes:


ratings outlooks (indicating the likely direction of an issuer's rating over the
medium term)



credit watches and watchlists (indicating that downgrading or upgrading of
the credit rating could be imminent)



sovereign ratings and support mechanisms



credit default swap (CDS) spreads (indicating perceived market sentiment
regarding the credit risk associated with a particular institution and an early
warning of potential creditworthiness problems which may only belatedly lead
to actual changes in credit ratings).

12.9 In accordance with the Annual Investment Strategy for 2021-22, all investments
made during the year were:


restricted to approved investment instruments (MM funds and call accounts)
with counterparties holding a minimum long-term rating across all three of the
main credit ratings agencies (Fitch, Moody’s and Standard & Poor’s) of A- or
equivalent (AA+ or equivalent for non-UK sovereigns)



for periods not exceeding the maximum permitted durations determined by
reference to the relative creditworthiness of the counterparty and subject to a
maximum maturity of 365 days (from the date of acquisition).

12.10 With the exception of funds placed with HM Treasury’s Debt Management Office
(DMO), the maximum amount that may be placed with any institution or group of
institutions that are part of the same banking group is £4m. For funds placed with
the DMO’s Account Deposit Facility, the current limit is £12m.
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12.11 During the period 7 December to 20 December 2021, the Authority temporarily
increased its counterparty limit for AAA rated Money Market Funds from £4m to
£5m. No changes were made to the Authority’s call account limits which remained
at £4m throughout the year. To minimise additional risk exposures, where balances
on Money Market Funds exceeded £4m the revised upper limit of £5m was subject
to a further restriction limiting the difference between the highest and lowest Money
Market Fund balances to not more than £100k.
12.12 This action was driven by the desire to avoid the negative interest rates applied to
deposits placed with the DMO’s Account Deposit Facility during this time, whilst at
the same time ensuring the security of principal sums invested and appropriate
levels of liquidity.

13.0 Prudential Indicators
13.1 The Local Government Act 2003 requires the Council to determine and keep under
review, limits on how much money it can afford to borrow by way of loans and other
forms of credit (for example finance leases). The process the Council must follow in
setting this limit (the ‘Authorised Limit for External Debt’) is set out in the Prudential
Code for Capital Finance in Local Authorities, to which the Council is required to
‘have regard to’ under provisions contained in the 2003 Act.
13.2 In addition to the Authorised Limit, CIPFA’s Prudential and Treasury Management
Codes and accompanying the sector guidance, include a number of other key
treasury management indicators designed to ensure the Council operates its
treasury activities within well-defined limits. These include:
 setting an operational boundary for external debt based on the expectations
of the most likely maximum external debt for the year
 ensuring that gross debt does not, except in the short term, exceed the Capital
Financing Requirement (CFR) - the underlying need to borrow for capital
purposes - at the end of the preceding year plus the estimates of any additional
CFR for current and the following two financial years
 placing upper limits on the total of principal sums invested for periods of
more than 365 days
 placing upper and lower limits on the maturity structure of borrowings.
13.3 The Council’s Authorised Borrowing Limit (the statutory limit on borrowing under the
Local Government Act 2003), Operational Boundary and other indicators and limits
required by CIPFA’s Prudential and Treasury Management Codes, were set out in
the Council’s Treasury Management Strategy Statement and Investment Strategy
for 2021-22 and approved by members on 3 March 2021.
13.4 Updated indicators for 2021-22 were included in the Council’s 2021-22 Mid-year
Treasury Update Report presented to Full Council on 8 December 2021 and in the
Treasury Management Strategy Statement and Investment Strategy for 2022-23
approved by members on 23 February 2022.
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13.5 During 2021-22, the Council complied with the limits established by the Prudential
and Treasury indicators included in its Treasury Management & Investment
Strategy for 2021-22. Further information relating to the Prudential and treasury
indicators for 2021-22 are set out in Appendix A.

14.0 Delivery arrangements
14.1 Not applicable to this decision/report.

15.0 Implications and Impact
Contribution to Council Strategy Priorities, Outputs and Outcomes
15.1 Not applicable to this decision/report.
Finance/Resource implications
15.2

Financial issues and implications are included within the main body of this report.
Legal and governance implications

15.3 The CIPFA Code of Practice on Treasury Management and the CIPFA Prudential
Code for Capital Finance in Local Authorities require the Council to report regularly
on specific aspects of its treasury management activities.
Risk analysis
15.4 The Council regards the successful identification, monitoring and control of risk to
be the prime criteria by which the effectiveness of its treasury management
activities will be measured. Risk implications associated with the Authority’s
treasury activity is considered in the main body of the report.
Increasing satisfaction and service
15.5

Not applicable to this decision/report.
Equality impacts

15.6

Not applicable to this decision/report.
Health and Safety impacts

15.7

Not applicable to this decision/report.
Health, wellbeing and community safety impacts

15.8

Not applicable to this decision/report.
Environmental/sustainability impacts

15.9

Not applicable to this decision/report.
Other significant implications

15.10 There are no other significant implications arising from report.

Page 32

Appendices attached to this report
Appendix
A

Title of appendix
Prudential and treasury indicators

B

Interest rate movements

C

GDP, inflation and weekly earnings growth

Background documents available
Name of background document

Where it is available

Treasury Management Strategy Statement &
Investment Strategy 2021-22

TMSS, Investment Strategy &MRP Policy
2021-22 Report
Appendix 1 -TMSS, Investment strategy &
MRP policy statement 2021-221-22

Minimum Revenue Provision Policy 2021-22

Report author(s) and contact officer(s):
Barry Lennox
Senior Manager - Finance (Deputy s151 Officer)
Telephone no: 07355 – 032774
email: mailto:barry.lennox@allerdale.gov.uk
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Appendix A
Prudential and treasury indicators
1.0

Indicators required by the Prudential Code

1.1

The Prudential Code requires local authorities to self-regulate the affordability,
prudence and sustainability of their capital expenditure and borrowing plans, by
setting estimates and limits and by publishing actuals for a range of prudential
indicators. It also requires them to ensure their treasury management practices are
in accordance with good practice.

1.2

The prudential and treasury indicators required by the Prudential Code, the
Treasury Management Code and accompanying sector guidance are designed to
support and record local decision-making. They are not designed to be comparative
performance indicators and should not be used for this purpose.

1.3

The Council’s performance compared to the limits and estimates set out in the
Council’s 2021-22 Treasury Management Strategy Statement and 2021-22 Midyear Treasury Update Report are summarised in the following sections.

2.0

Actual capital expenditure

2.1

Table A shows the actual capital expenditure incurred during 2021-22.
Table A: Actual capital expenditure

Capital Expenditure - Capital Outturn
Capital Expenditure -

Other2

General Fund Capital Expenditure

2020/21
Actual

2021/22
Approved

£000

£000

2021/22
Revised
estimate1
£000

2021/22
Actual2
£000

3,073

13,330

7,569

2,942

(98)

0

0

98

2,975

13,330

7,569

3,040

318

264

472

376

2,350

12,773

5,527

2,382

179

0

13

0

2,847

13,037

6,012

2,758

0

0

0

0

128

293

1,557

282

0

0

0

0

2,975

13,330

7,569

3,040

Financed by:
Capital receipts
Capital grants & contributions
Revenue
Total expenditure financed in year
Unfinanced capital expenditure:
Supported borrowing
Unsupported borrowing
Leasing
Total financed & unfinanced
1
2

2021-22 revised capital budget;
Other capital expenditure comprises items monitored via the revenue budget, write-off of previously capitalised
costs and accounting adjustments required by the Code of Practice on Local Authority Accounting.
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2.2

Capital expenditure is defined in section 16 of the Local Government Act 2003 and
includes all expenditure that falls to be capitalised in accordance with proper
practices. It also includes any items capitalised in accordance with regulation 25 of
the Local Authorities (Capital Finance and Accounting) (England) Regulations 2003
(as amended), or by virtue of a capitalisation direction issued under section 16(2) of
the 2003 Act.

2.3

The variance of £4.529m between the capital outturn position (£3.040m) and the
2021-22 revised estimate (£7.569m) comprises:
 budget carry forwards of £4.601m
 a net variance (underspend) of £26k.
 the write-off to revenue of previously capitalised costs associated with
cancelled capital schemes and the reversal of associated financing
transactions - £82k, less
 capital expenditure monitored through the revenue budget of £180k.

2.4

Approved budget carry forwards of £4.601m reflect changes to the expected timing
of expenditure on individual schemes (rather than the overall amount of
expenditure) and subsequent budget revisions to reflect the re-profiling of
expenditure across the 2021-22 and 2022-23 financial years. Further details relating
to the capital outturn position for 2021-22 are set out in the Capital Outturn report
considered by the Council’s Executive on 20 July 2022. The net variance against
the capital budget after accounting for budget carry-forwards was £26k
(underspend).

3.0

Actual Capital Financing Requirement

3.1

The Capital Financing Requirement (CFR) is a measure of an authority’s underlying
need to borrow for capital purposes. It represents the historic cost of capital
expenditure that has yet to be financed by setting aside resources (grants,
contributions, capital receipts and revenue financing). It does not necessarily
correspond with an authority’s actual borrowing position, which is determined in
accordance with an authority’s treasury management strategy and practices. Table
B shows the Council’s actual capital financing requirement at 31 March 2022.
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Table B: Capital financing requirement
2020/21
Actual
£000
CFR at 1 April

2021/22
Approved
estimate
£000

2021/22
Revised
estimate1
£000

2021/22
Actual
£000

22,136

26,953

21,136

21,136

0

0

0

0

CFR at 1 April -total

22,136

26,953

21,136

21,136

CFR at 31 March

21,136

25,910

21,567

20,292

Movement in CFR

(1,000)

(1,043)

431

(844)

234

293

1,557

282

(106)

0

0

0

(1,128)

(1,336)

(1,126)

(1,126)

0

0

0

0

CFR IFRS 16 - Leases

Movement represented by:
Unfinanced expenditure
Adjustment to unfinanced
Less MRP
Less Voluntary set aside
1

expenditure2

(1,000)
Movement in CFR
(1,043)
431
2
Updated to reflect 2021-22 revised capital budget; Adjustment in respect of prior year
expenditure following the decision to discontinue the Reedlands Road scheme.

(844)

4.0

Gross debt and the capital financing requirement (CFR)

4.1

A fundamental provision of the Prudential Code and a key indicator of prudence is
that, over the medium term, debt will only be for a capital purpose. In order to
ensure this is the case, gross external debt should not, except in the short term,
exceed the total of the capital financing requirement in the preceding year plus the
estimates of any additional capital financing requirement for the current and next
two financial years.

4.2

This requirement allows some flexibility for limited early borrowing for future years
but ensures that borrowing is not undertaken for revenue purposes. Gross debt
refers to the sum of borrowing and other long-term liabilities (credit arrangements).
Table C compares the Council’s gross debt and CFR.
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Table C: Gross debt & the CFR
2020/21
Actual at
31.3.21
£000
PWLB - existing borrowing

2021/22
Approved
(max)
£000

2021/22
Revised
estimate1
£000

2021/22
Actual at
31.3.22
£000

16,563

15,871

15,871

15,871

0

7,187

2,650

0

Other borrowing

85

85

85

85

Lease Liabilities

0

0

0

0

Total debt

16,648

23,143

18,606

15,956

CFR at 1 April

22,136

26,953

21,136

21,136

128

293

1,557

282

Less: MRP

(1,128)

(1,336)

(1,126)

(1,126)

CFR at 31 March

21,136

25,910

21,567

20,292

(Under)/Over borrowing

(4,488)

(2,767)

(2,961)

(4,336)

PWLB - new borrowing

Add: Unfinanced capital expenditure

Position at 31 March 2022 based on the maturity profile of the Council’s loan portfolio at
30.9.21 and new borrowing to fund the revised capital budget for 2021-22.
1

4.3

At 31 March 2022, the Council was under-borrowed against its capital financing
requirement by £4.336m. This compares with an under-borrowed position at 31
March 2021 of £4.488m. The decrease of £0.152m during 2021-22 is represented
by:
 a reduction in the CFR of £1.126m, reflecting amounts set aside from
revenue in 2021-22 (the minimum revenue provision) to repay debt, less
 an increase in the CFR of £0.282m as a result of unfinanced capital
expenditure incurred during the year, and
 scheduled repayments of external (PWLB) borrowing of £0.692m.

5.0

Authorised limit for external debt

5.1

The Authorised Borrowing Limit represents the statutory limit on borrowing
determined under section 3 of the Local Government Act 2003 (Affordable Limit). It
imposes an upper limit on the Council’s gross external debt (excluding
investments), separately identifying borrowing (external loans) from other long-term
liabilities (for example finance lease liabilities). Breach of the Affordable Borrowing
Limit is prohibited by section 2(1) (a) of the Local Government Act 2003.

5.2

The Authorised Borrowing Limit is set with reference to the Council’s capital
expenditure plans, capital financing requirement (or underlying borrowing
requirement) and the potential need to borrow to meet temporary revenue
borrowing requirements pending the receipt of amounts due to the Council. The
Affordable Borrowing Limit also includes headroom over and above the Operational
Boundary (see below) to accommodate any unusual or unforeseen cash
movements. The indicator separately identifies limits for borrowing and other longterm liabilities.
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Table D: Authorised Limit for External Debt
2021/22
Approved
£000
Borrowing

31.3.22
Actual
£000

2021/22
Actual (max)
£000

29,000

25,000

15,956

16,648

0

0

0

0

29,000

25,000

15,956

16,648

Other long-term liabilities
Total

2021/22
Revised
£000

6.0

Operational boundary for external debt

6.1

The Operational Boundary represents the limit beyond which (gross) external debt
is not expected to exceed. It is based on expectations of the maximum external debt
of a local authority according to probable events (that is, the most likely (prudent)
but not worst case scenario) and is consistent with the maximum level of external
debt projected by these estimates. The Operational Boundary links directly to the
Council’s plans for capital expenditure, estimates of the capital financing
requirement and cash flow requirements for the year for all purposes, but without
the additional headroom included within the Authorised Limit. The indicator
separately identifies limits for borrowing and other long-term liabilities.
Table E: Operational boundary for external debt
2021/22
Approved
£000
Borrowing
Other long-term liabilities
Total

2021/22
Revised
£000

31.3.22
Actual
£000

2021/22
Actual (max)
£000

27,000

23,000

15,956

16,648

0

0

0

0

27,000

23,000

15,956

16,648

7.0

Estimates of the ratio of financing costs to net revenue stream

7.1

This indicator of affordability highlights the revenue implications of existing and
proposed capital expenditure by identifying the proportion of the revenue budget
required to meet financing costs (net of interest and investment income).
Table F: Ratio of Financing Costs to Net Revenue Stream
2020/21
Actual
%
Ratio

8.0

2021/22 Approved
2021/22
Estimate
Revised Estimate
%
%
15.0
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12.8

2021/22
Actual
%
12.6

7.2

Financing costs comprise the aggregate of:
 interest charged to the General Fund with respect to borrowing
 interest payable under finance leases and other long-term liabilities
 premiums and discounts from debt restructuring charged or credited to the
amount to be met from government grants and local taxpayers
 interest and investment income (excluding interest on policy investments
falling outside of the Council’s Treasury Management and Investment
Strategies)
 amounts payable or receivable in respect of financial derivatives
 minimum revenue provision plus any additional voluntary contributions
 any amounts for depreciation/impairment charged to the amount to be met
from government grants and local taxpayers.

7.3

Actual figures for Net Revenue Stream are taken from the Council’s Comprehensive
Income and Expenditure Statement for ‘taxation and non-specific grant income and
expenditure’.

7.4

In 2020-21 and 2021-22, the total Net Revenue Stream used in the calculation of
this indicator was significantly impacted by:
 additional Section 31 (s31) grants received by the Authority to compensate
for the loss of business rates income generated by the introduction of a
number of additional and extended business rates reliefs, and
 the receipt of a number of other grants provided by central government in
response to the Covid-19 pandemic (for example, Covid-19 emergency
funding and amounts received under the sales fees and charges
compensation scheme).

7.5

The Ratio of Financing Costs to Net Revenue Stream, excluding the impact of
Covid-19 emergency funding, grant receivable under the sales fees and charges
compensation scheme, and additional s31 grant receivable in connection with
additional and extended business rates reliefs and the Local Tax Income Guarantee
scheme is 11.61% (2020-21: 12.9%).

8.0

Indicators required by the Treasury Management Code

8.1

In addition to the indicators required by the Prudential Code, there are also a
number of treasury indicators required by the Treasury Management Code and
accompanying sector guidance. These are:
 upper and lower limits to the maturity structure of its borrowing
 upper limits on the total of principal sums invested for periods of more than
over 365 days.

8.2

These treasury management indicators specify ranges (rather than targets)
designed to limit the Council’s exposure to interest rate, liquidity and refinancing
risks.
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9.0

Upper and lower limits to the maturity structure of borrowing

9.1

This indicator highlights potential exposures to refinancing risk arising from
concentrations of debt falling due for refinancing, and is designed to facilitate
reductions in the Council’s exposure to refinancing at times of volatile or high
interest rates.

9.2

It is calculated as the amount of borrowing maturing in each period as a percentage
of total borrowing. The maturity of borrowing is determined by reference to the
earliest date on which the lender can require payment.
Table G: Lower/upper limits on % of borrowing maturing in each period
At 31.3.21
Actual
%

Lower limit
2021/22
%

Upper limit
2021/22
%

At 31.3.23
Actual
%

Under 12 months

4.67

0

20

4.92

12 months to 2 years

4.21

0

20

4.44

2 years to 5 years

12.98

0

20

13.76

5 years to 10 years

13.86

0

30

11.94

10 years to 20 years

15.27

0

40

14.30

20 years to 30 years

0.96

0

40

0.50

30 years to 40 years

48.05

0

80

50.14

40 years to 45 years

0

0

0

0

10.0 Upper limits to the total of principal sums invested for periods of more than 365 days
10.1

A local authority that invests, or plans to invest, for periods of more than 365 days is
required to set an upper limit for each forward financial year period for the maturing
of such investments. The purpose of the limit for principal sums invested for periods
longer than 365 days is to contain the authority’s exposure to the possibility of loss
that might arise as a result of its having to seek early repayment or redemption of
principal sums invested.
Table H: Upper limit on total principal invested for periods or more than 365 days

Principal sums invested > 365 days

2020/21
Actual
£000

2021/22
Approved
£000

2021/22
Revised
£000

12

20

20

1

2021/22
Actual1
£000
12

Measured at fair value. The nominal value (historic cost) of principal sums investment as 31
March 2022 is £1k
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Appendix B

PWLB certainty rates 2021-22

At 1.4.21
At 31.3.22
Low
Date
High
Date
Average
Spread

1-Years
%

4½- 5 Years
%

9½-10 Years
%

0.8
1.91
0.78
08/04/2021
2.03
15/02/2022
1.13
1.25

1.2
2.25
1.05
08/07/2021
2.37
28/03/2022
1.45
1.32

1.73
2.43
1.69
05/08/2021
2.52
28/03/2022
1.78
1.13

24½- 25
Years
%
2.22
2.64
1.67
08/12/2021
2.75
23/03/2022
2.1
1.08

Money market investment rates 2021-22 (SONIA)
Forward-looking (term) reference rates
Bank Rate

SONIA

1month

3 month

6 month

%

%

%

%

%

At 1.4.21

0.1

0.48

At 31.3.22

0.75

0.69

High

0.75

0.69

0.75

0.93

1.27

High date

17/03/22

18/03/22

16/03/22

28/03/22

17/03/22

Low

0.1

0.05

0.05

0.05

0.05

Low date

01/04/21

15/12/21

10/11/21

14/04/21

09/04/21

Average

0.1

0.14

0.17

0.24

0.34

Spread

0.65

0.65

0.71

0.88

1.22
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49½ - 50
Years
%
2.03
2.39
1.25
09/12/2021
2.49
28/03/2022
1.85
1.24

Backward-looking reference rates
Bank Rate

SONIA

7 day

1month

3 month

6 month

1 year

%

%

%

%

%

%

%

At 1.4.21

0.1

0.48

At 31.3.22

0.75

0.69

High

0.75

0.69

0.69

0.56

0.39

0.23

0.14

High date

17/03/22

18/03/22

25/03/22

31/03/22

31/03/22

31/03/22

31/03/22

Low

0.1

0.05

0.05

0.05

0.05

0.05

0.05

Low date

01/04/2021

15/12/21

16/12/21

16/12/21

16/12/21

07/06/21

13/12/21

Average

0.1

0.14

0.13

0.12

0.09

0.07

0.06

Spread

0.65

0.65

0.65

0.51

0.34

0.18

0.09
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Appendix C
UK, US and EZ GDP growth

CPI v Average Weekly Earnings Growth

Page 43

This page is intentionally left blank

Page 44

Agenda Item 6
Allerdale Borough Council
Audit Committee – 26 September 2022
Internal Audit Progress Report 2022.23 Q2.
Portfolio holder

Councillor Colin Sharp
PH Finance & Legal

Report from

Michael Roper - Strategic Advisor: Assurance, Risk &
Audit

Wards affected

All

Is this a key decision

No

1.0
1.1

The reason for the decision
To inform the Committee of the work performed by the Assurance, Risk and Audit
Team between July and September 2022/23.

2.0
2.1

Recommendations
That progress against the 2022/23 audit report is noted subject to any additional
information that the committee may require.

2.2

That the proposed KPI are accepted.

3.0
3.1

Background and Introduction
A minor re-structuring exercise has been undertaken to the Assurance, Risk and
Audit Team. A subsequent successful recruitment exercise means the team is now
fully staffed and work has started on delivering the 2022/23 Internal Audit plan.

4.0
4.1

Progress
One audit review (undertaken by external contractors in relation to 2021/22) has
been finalised since the last progress report and is submitted to the Audit
Committee for their consideration, as summarised in the table below:
Review

Assurance Rating

Mobile Working

Moderate
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Appendix
1

4.2

The 2022/23 Audit plan was approved at the 25th July Audit Committee and is
designed to be delivered between July 2022 to March 2023.

4.3

Work on planned audits commenced in August 2022 following appointments to the
two vacant posts. One review has been completed to draft and four further audits
are currently underway, with final reports expected to be presented at the 28
November meeting. Progress against individual items in the plan is detailed in
Appendix 2.

4.4

In addition the Strategic Advisor Assurance, Risk & Audit has provided assurance
and risk advice to support the organisation in the achievement of its objectives in
the following areas:


A risk management workshop was facilitated focusing on enhancing Allerdale
Waste Services Limited’s strategic risk register, which will be reported to the
organisation’s Board and Shareholder Committee.
Attendance at the Council’s Programme Board providing feedback and
suggested enhancements to the Board’s strategic risk register.
Commenced reviews of existing service risk register, including addressing
recommendations made as part of MIIA’s review of risk management.
Grant verification work in relation to the Track and Trace Support Payment
scheme.
Grant verification work in relate to the Protect & Vaccination scheme.





5.0
5.1

Implementation of agreed actions.
As per the previous Audit Committee there were 20 agreed actions that had not
been confirmed as finalised (recommendations from audits presented to the last
Committee are not due to be followed up until Q3). Responsible managers were
contacted and asked to provide an update. Findings are included at Appendix 3 and
summarised below:





14 (70%) agreed actions have been confirmed as fully actioned.
1 (5%) agreed actions were made prior to LGR and are no longer considered
efficient or effective to complete.
1 (5%) agreed actions to be reviewed as part of a planned Internal Audit.
4 (20%) agreed actions have been progressed, but are not yet complete

5.2

Progress has been made against those recommendations that could not be closed,
but additional support has been identified to ensure actions can be fully closed. All
outstanding actions will be included in the next follow-up exercise for Q3.

6.0
6.1

Internal Audit Plan
The Internal Audit plan approved in July 2022 was based on the previous team
structure. Attempts to recruit to this structure were unsuccessful due to shortages in
the current employment market.
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6.2

A restructure was proposed, which was approved by the Senior Management
Team, followed by successful recruitment to two full-time Senior Business Support
roles. The team will now deliver audits included in the 22/23 plan. The team
structure is broadly the same as structures in place at both Carlisle and Copeland,
ensuring consistency prior to LGR.

6.3

The restructure (offset by a slightly longer than anticipated vacancy period) has
resulted in an estimated additional resource of 26 days, taking total available
productive days to 280. It is proposed to increase training days by ten days (to
support additional induction and training for the new recruits, who are both new to
Internal Audit) and retain the balance as contingency. A wider review of audit
coverage will be conducted and presented to the November 22 Audit Committee,
including any consideration of procuring further third part contractor work (funded
from salary savings).

6.4

The minor changes to the plan are shown at Appendix 4

7.0
7.1

Key Performance Indicators
To provide an effective internal audit service, there needs to be a measure of the
performance it achieves. The table below shows proposed KPI for 2022/23 (As
work has only recently started on the Internal Audit plan no measure of
performance has been taken to date).
Indicator
Planned Audits Completed
Timely Draft Reports (within 3 months of fieldwork
starting)
Timely Final Reports (within 8 days of client
response)
Recommendations Agreed
Assignments completed within 10% of allocated
resource.
Chargeable time
Recommendations implemented

Target
90%
80%
90%
95%
60%
80%
80%

7.0 Implications and Impact
7.1

Contribution to Council Strategy Priorities, Outputs and Outcomes

Acceptance of the Assurance, Risk and Audit Team’s work provides a direct and
indirect contribution to the achievement of the Council’s priorities, in accordance
with the Assurance, Risk and Audit Service Plan
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7.2

Finance/Resource implications

There are no additional finance or resource issues that have not been previously
highlighted in this report or previously reported to the Committee.
7.3

Legal and governance implications

There are no additional legal and governance issues that have not been previously
highlighted in this report or previously reported to the Committee.
7.4

Risk analysis

Acceptance of this report has no risk management implications other than the
consideration of the Corporate Risks and Issues Log by the Committee in terms of
oversight of the effectiveness of Risk Management Framework.
7.5

Increasing satisfaction and service

Deliver of Internal Audit assurance activity will ensure an effective Internal Audit
service that adds value to the achievement of organisational objectives through
reviewing and suggesting improvements to the Governance, Risk Management and
Internal Control Framework.
7.6

Equality impacts
Equality impacts Equality is considered during the Assurance, Risk and Audit activities

7.7

Health and Safety impacts
Acceptance of this report has no health and safety impacts

7.8

Health, wellbeing and community safety impacts
Acceptance of this report has no health, wellbeing and community safety impacts

7.9

Environmental/sustainability impacts
Acceptance of this report has no environmental/sustainability impacts

7.10

Other significant implications
None

Appendices attached to this report
Appendix number
1

Title of appendix
Internal Audit Report – Mobile Working

2

Progress against Audit Plan (2022/23)

3

Progress against outstanding actions
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4

Internal Audit Plan 2022/23 (Revisions)

Background documents available
Name of background document

Where it is available

Report author(s) and contact officer(s):
Michael Roper
Strategic Advisor – Assurance, Risk & Audit
Michael.Roper@allerdale.gov.uk
07518294374
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Contents
1 Executive Summary
2 Engagement Objectives and Scope
3 Detailed Findings and Recommendations
Appendix A: Assurance Definitions and Risk Classifications

Public Sector Internal Audit Standards
Our work was completed in accordance with Public Sector Internal Audit Standards and conforms with
the International Standards for the Professional Practice of Internal Auditing.
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1 Executive Summary
1.1 Objective
The Mobile Working review at Allerdale Borough Council was conducted in accordance with the
additional request from the former Assurance, Risk and Audit Manager and the Deputy Chief Officer
– Innovation and Technology.
Modern IT is increasingly complex to manage in so many ways and one of these relates to mobile
computing. Mobile computing in this context may include any device, such as laptops, tablets, and
smart phones, etc. capable of storing and processing data off site and potentially connecting to the
network from remote locations.
The use of mobile computing in its different forms is ever increasing, for instance, recently there has
been a rapid rise in mobile working during the Covid-19 pandemic and it is an essential enabler for the
delivery of council services across the various community locations it serves and for providing staff
with connectivity and access to the Council infrastructure and resources.
Whilst some manifestations, such as use of laptops within the organisation’s network, have fairly
mature security and centralised support mechanisms, later options are more challenging in this regard
tablets and other smart devices, for instance, while undoubtedly providing significant benefits in terms
of mobility and functionality, do not necessarily integrate easily with all aspects of established security,
asset management and technical support frameworks.
The control of mobile working and media continues to pose challenges to organisations and data
breaches continue to be reported in the press. In addition, with the potential for increased financial
penalties under the UK General Data Protection Regulations, organisations need to ensure they have
established and continue to maintain effective controls in these areas.
Senior management at the Council recognised the importance of appropriate controls in this area and
commissioned this review to obtain assurance relating to this area and identify opportunities for
improvement, where appropriate.

1.2 Opinion

Moderate Assurance
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There is an adequate system of internal
control, however, in some areas weaknesses
in design and/or inconsistent application of
controls puts the achievement of some
aspects of the system objectives at risk.
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1.3 Key Findings
Overall, the review identified there were policies in place which documented the mobile working
processes and controls in place at the Council. However, we were not provided with documentation
on the security standards for laptops or any risks assessments that had been undertaken on the mobile
working controls in place.
It was identified that there were logging and monitoring controls in place which covered all mobile
computing devices however, improvements could be made to the audit trail of the process.
Furthermore, we were informed that the Council undertook a lone working risk assessment but,
evidence of this wasn’t provided.
It was identified that the Council could strengthen the starters, movers and leavers process in respect
of closing user accounts for software not controlled by ICT. Furthermore, the Council could not
evidence the disposal process for devices that held data.
There was satisfactory training and awareness controls in place which included e-learning modules
and evidence of regular announcements made in relation to information security.
Although it was identified there are change control processes in place at the Council, we were not
provided with any documentation in respect of changes made to the control environment following the
mobile working project.
The following provides a summary of the key themes.

Sub Objective

Key Themes

Policies and Procedure,
Governance, Risk
management and Reporting;

Areas of good practice:
•

There was a range of policies in place such as Acceptable
Use Policy, Mobile Policy and Home Working Policy. We
were also provided security standards for mobile devices
and desktops (which included laptops). The Policies and
Standards documented the roles and responsibilities of staff
for using devices whilst out of the office and the technical
controls in place to secure them.

Areas for improvement

QD-4 Rev 1

•

Although there were a number of policies in place, it was
unclear when each had been issued and none of the policies
reviewed included a next review date.

•

We were informed that there were no risk assessments that
had been completed in relation to mobile working or any
risks that had been raised in line with the Council’s risk
management processes.

•

Discussions with the Deputy Chief Officer – Innovation and
Technology identified that there was no reporting of mobile
device activity (for example, patching) to any group or
committee of the Council.
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Sub Objective

Key Themes

User management for offsite
working;

Areas of good practice:
•

Evidence demonstrated that logging, and monitoring was in
place for all mobile devices including laptops, tablets and
mobile telephony. The logging included activity,
unsuccessful authentication attempts and risky sign ins. It
was demonstrated that the reports were received by the ICT
team on a daily basis for review.

•

There was evidence that there was a learning module for
‘Screen Device Risk Assessments’ which included how to
risk assess the home working environment.

Areas for improvement

Device management /
security for devices used at
home;

QD-4 Rev 1

•

Although we were provided evidence that a logging and
monitoring report was received daily by the ICT team, there
was no evidence received of any action taken to investigate
any unusual activity.

•

Although we were informed that risk assessments had been
undertaken for lone working, we were not provided evidence
of the assessments taking place or of any changes made
following the risk assessment.

Areas of good practice:
•

It was identified that the Council had in place Microsoft
Intune which was the Council’s mobile device management
(MDM) solution.

•

It was identified that each mobile telephony device operated
by the Council was an Android device. During a call with the
Deputy Chief Officer – Innovation and Technology it was
demonstrated on the MDM that all devices were at the time
of the review, reported as compliant with the Council’s
mobile telephony policies (as set in the Security Standard –
Mobile Devices).

•

The Information Security Policy was in place and details the
roles and responsibilities of users in ensuring data
protection is maintained whilst working remotely.

•

The Mobile Device Policy confirms staff responsibilities in
relation to mobile computing devices including laptops,
mobile phones and tablet computers. This includes the
responsibility of users for ensuring patches are applied
when prompted, not making any alterations to the software
or hardware of devices and ensuring the mobile device is
physically secure when working remotely. The policy also
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Sub Objective

Key Themes
details the process whereby a device is stolen and ICT’s
responsibility to remotely wipe the device.
•

Review of the Security Standard for Desktops found that it
included the Council’s technical controls for endpoints
(which included laptops). The technical controls included 12
character passwords, changes to user passwords every 90
days and automatic lock after 15 minutes of inactivity.
During a call with the Deputy Chief Officer – Innovation and
Technology it was demonstrated that the technical controls
were in place in Microsoft Intune and in group policy (see
also areas for improvement below).

•

The Security Standard for Mobile Devices detailed the
Council’s technical controls in place for mobile telephony
security following the NCSC’s ‘walled garden’ approach.
The technical controls included the passcode requirements
of 6 characters, the device being wiped after 10
unsuccessful attempts to gain access and automatic lock
after 2 minutes of inactivity. During a call with the Deputy
Chief Officer – Innovation and Technology it was
demonstrated that the technical controls were in place (see
also areas for improvement below).

•

The standard also included the logging and monitoring
standards applied to mobile devices through the Microsoft
Intune solution which was demonstrated on screen by the
Deputy Chief Officer – Innovation and Technology and also
included logging from Windows devices.

•

The Council had in place VPN (Virtual Private Network)
access which we were informed could only operate on a
Council owned device. There were plans to remove the VPN
and operate a ‘Zero Trust’ model with multi-factor
authentication for all users to access the network.

•

During a call with the Deputy Chief Officer – Innovation and
Technology, it was identified that the Council was migrating
management of endpoints into Microsoft Intune. At the time
of the review, 32 of around 300 devices had been migrated
and the security patching on these devices was reported as
compliant. We were informed that the remaining devices
were being moved across from Kaspersky on an ongoing
basis.

Areas for improvement

QD-4 Rev 1
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Sub Objective

Key Themes

Lifecycle management
including monitoring of
mobile computing activity;

•

Review of the technical controls identified that there was a
conflict between the Intune policies and group policy for
endpoints. For example, Intune was set to 8 character
passwords being required whereas, group policy was set to
12 characters. It was noted that only 32 devices had been
migrated into Intune of around 300 devices at the time of the
review.

•

Similarly, there was a discrepancy between the technical
controls documented in the Security Standard for Mobile
Devices and the Intune configuration for telephones. For
example, the Intune policy for automatic lock was 15
minutes of inactivity however, the technical control in the
standard was 2 minutes.

Areas of good practice:
•

We were demonstrated evidence that logging and motoring
of active devices was in place for all mobile computing
devices (see user management).

•

There was a process in place for stolen devices. This
included the user notifying ICT who would be responsible
for wiping the device using Intune.

•

We were informed that no devices had been stolen or
identified as missing by ICT during the year under review.

•

It was identified that all devices required asset tagging prior
to issue. Due to the remote nature of the review, we were
unable to undertake testing on devices to confirm they had
been issued with asset tags.

Areas for improvement
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•

We were informed that there was no process documentation
in respect of the issue and collection of laptops and mobile
devices.

•

It was demonstrated that a ticket through the service desk
solution, Fresh Service, was raised for starters to issue
devices and also for leavers to collect the devices on
termination of employment. It was identified that the process
only included ICT services. Therefore, as an example there
was a risk that user accounts contained in Software as a
Service (SaaS) solutions may not have been removed and
would still be accessible by users following termination of
theiremployent.
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Sub Objective

Key Themes
•

Communications,
and Awareness;

Training

We were informed that the Council had entered into a
contract with a third party to ensure that mobile computing
devices are safely disposed of to ensure no data remains on
the encrypted device. However, at the time of the review
there was no evidence of a contract in place between the
Council and the third party and no evidence was available
that any devices had been disposed of.

Areas of good practice:
•

There was evidence of IT security training being provided
on the Council’s staff intranet site (Alice) through the Aspire
E-Learning system. The training modules included
Information Security and Data Protection Essentials.

•

It was demonstrated that the Council had a messaging and
alerting feature through Alice to notify staff of information. It
was demonstrated that IT security announcements had
been made using the alert feature. These included lessons
learnt following a penetration test undertaken in 2021.

Areas for improvement
•
Change control.

None identified

Areas of good practice:
•

The Council had in place a change control process which
operated through the service desk solution and the IT team.

Areas for improvement
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•

We were informed that the mobile working processes were
not included within the change control process as they had
been managed through a project management process. We
were not provided evidence of the project documentation in
respect of mobile/remote working.

•

Although we were informed that the ‘Anytime, Anywhere’
mobile and remote working strategy had been in place for
some time we were not provided any evidence of the
strategy documentation or minutes showing evidence of
discussion of the strategy.
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1.4 Recommendation Summary
The table below summarises the prioritisation of recommendations in respect of this review.

Critical

High

Medium

Low

Total

0

1

4

0

5

2 Engagement Objectives and Scope (Terms of Reference)
2.1 Objective
The objective of the review was to provide an assessment of the risks associated with mobile
computing as they apply to the Council and the effectiveness of the control framework established by
management to mitigate those risks. It is also to identify opportunities for improvement, where
appropriate.
In overview, the review considered the following areas across: A. Policies and Procedure, Governance, Risk management and Reporting;
B. User management for offsite working;
C. Device management / security for devices used at home;
D. Lifecycle management including monitoring of mobile computing activity;
E. Communications, Training and Awareness;
F. Change control.
In addition, the implications of the General Data Protection Regulation (GDPR) was
considered in the context of this review.

2.2 Approach
Our review and opinions were based on: • Discussions with stakeholders with knowledge and responsibilities for the areas being
reviewed;
•

Review of guidance, policies, procedures, and system documentation;

•

Review of staff training and guidance to report incidents, use and secure their equipment
appropriately and safely;

•

Access to relevant system and solution security and configuration information;

•

Reports showing operation and coverage (i.e., number of live devices covered);

•

List of toolsets in place to manage mobile devices, such as logging and monitoring reports of
activity on mobile devices and remote access;

•

Documentation surrounding authorisation review and revocation of remote access privileges
and mobile devices / media;

•

Management information relating to contracts, incidents and risks raised on risk registers;

QD-4 Rev 1
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•

Change control documentation, illustrating constraints over control mechanisms and potentially
problematic functionality such as mobile applications / peripheral installation.

3 Detailed Findings and Recommendations
This report has been prepared by exception. Therefore, we have included in this section, only those
areas of weakness in control or examples of lapses in control identified from our testing and not the
outcome of all internal audit testing undertaken.

Asset Lifecycle

Risk Rating: High

Control design
Key Finding –
1. Although we were demonstrated evidence that the issue and collection of devices was raised
as a service desk request in Fresh Service, it was identified that there were no documented
processes or policies in relation to the issue and collection of devices.
2. It was identified that the process for leavers only included the process for return of any
devices issued to the user by their line manager. This would only be closed in Fresh Service
when ICT had received the returned device. The process did not include the removal of user
accounts such as Software as a Service (SaaS) accounts which wasn’t managed by IT.
3. We were informed that the Council has recently contracted a third party, WEEE (Waste
Electrical and Electronic Equipment) compliant company to provide secure disposal of
devices with data. There was no evidence available of the contract between the Council and
the third party and there was no evidence of any devices that had been disposed of by this
arrangement. We were informed that there had been no collection of end of life devices at
the time of the review.
Specific Risk – Without adequate asset lifecycle processes, the Council may not be able to identify
where a device has been returned, decommissioned or has been lost or stolen which could lead to
sub optimal acquisition, configuration, management and disposal of devices and result in data on
devices being accessed inappropriately and / or loss of assets.
There is a risk that user accounts for systems not managed by ICT are not closed at the time the
user ceases to be employed by the Council increasing the likelihood of unauthorised and
inappropriate access to information.
Without a robust contract in place with the third party disposal company, the Council may not be
able to ensure disposals are in line with expectations and are compliant with applicable legislation
and regulations e.g. WEEE / GDPR
Recommendation –
1. The Council should provide evidence of / document its policies and processes in place for
the issue and collection of mobile computing devices.
2. The process for leavers should be strengthened to ensure that user accounts for SaaS are
deactivated as soon as possible.

QD-4 Rev 1
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3. The Council should ensure there is a contract between itself and the third party in relation to
the destruction of devices which hold data. The contract should set out the roles and
responsibilities of each party. The Council should ensure that the contract stipulates they
will receive a certificate of destruction and this should be retained to provide assurance each
device that has been disposed of has been completed using a WEEE compliant method.
Management Response – Agreed
Responsible Officer – Deputy Chief Officer – Innovation and Technology
Implementation Date – September 2022

Policies and Procedures

Risk Rating: Medium

Operating Effectiveness
Key Finding –
1. Although it was identified that there were several policies that documented the processes
and controls for mobile working at the Council, it was unclear when the documents had been
ratified or when they were next due for review. The following policies did not have a date of
ratification or a review due date;
a. ICT Acceptable Use Policy
b. ICT Information Security Policy
c. Mobile Policy
d. Flexible Working
e. Home Working Policy
The Security Standard – Mobile Devices and Security Standard - Desktops had an issue
date of March 2020 and March 2022 respectively however, it did not have a review due date.
2. We were informed that there were no risk assessments that had been completed in relation
to mobile working or any risks that had been raised in line with the Council’s risk
management processes.
3. Discussions with the Deputy Chief Officer – Innovation and Technology identified that there
was no reporting of mobile device activity (for example, patching) to any group or committee
of the Council.
Specific Risk – There is a risk that policies have not been refreshed and therefore do not contain
the Councils most up to date processes. It is not clear if all the risks of mobile working have been
identified and are being managed appropriately. Without regular reporting of mobile working / device
activity the council cannot be assured that its controls and processes are operating as expected.
Recommendation –
1. The Council should review their policies and ensure they include the date that they were
ratified and the next review date. This should be in line with Council standard practices in
relation to policy management.
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2. The Council should undertake a risk assessment of their mobile working solution and
processes. Any risks identified should be managed in line with the Council’s risk
management processes.
3. Reporting to appropriate groups or committees should be developed by the Council. This
could include reporting information such as patching status of mobile devices (including
laptop devices) and reporting any incidents that have occurred due to mobile working.
Management Response – Agreed
Responsible Officer – Deputy Chief Officer – Innovation and Technology
Implementation Date – September 2022

User Management

Risk Rating: Medium

Operating Effectiveness
Key Finding –
1. Although there was evidence that logging and monitoring processes were in place with
evidence that the ICT Team received a logging report each day, there was no evidence
provided of any investigations following review of the report and no audit trail to evidence
the reports were reviewed on a daily basis.
2. Although we were informed that a lone working risk assessment had been completed, we
had not been provided evidence of the risk assessment taking place or of any changes made
following the outcome of the assessment.
Specific Risk – There is a risk that without evidence that the logging report is reviewed,
inappropriate activity may not be identified and investigated by the ICT team which could lead to
insecure systems or inappropriate access.
The Council’s risk exposure in relation to remote / lone / mobile working may not be understood or
mitigated without formal documented risk assessments being undertaken.
Recommendation –
1. The Council should develop a process that provides an audit trail between the logging report
and any investigations that are undertaken following identification of suspicious activity. This
process should also include evidence that the logging report has been reviewed.
2. The Council should provide evidence of the risk assessments that have been completed in
relation to remote / lone / mobile working.
Management Response – The logging of issues is automatically undertaken within Azure, these are
reported to the service desk. Within Azure the issues of suspicious activity have to be followed
through until complete. Each service undertakes its own risk assessments, and these are found
within the service HS environments
Responsible Officer – Deputy Chief Officer – Innovation and Technology
Implementation Date – April 2023
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Device Management

Risk Rating: Medium

Control design
Key Finding –
1. Review of the technical controls for mobile telephony found that there was some
discrepancies between the Security Standard – Mobile Devices and the actual controls
contained in Intune. This included;
a. The standard required automatic logout following 2 minutes of inactivity however, the
policy contained on Intune reported this as 15 minutes of inactivity.
b. The standard required automatic wiping of mobile telephone devices following 10
unsuccessful access attempts. The control on Intune reported this as 6 unsuccessful
attempts.
2. There was a discrepancy in relation to endpoints management between Intune and group
policy. It was identified that the password policy on Intune was set as 8 characters however,
group policy was set as 12 characters. It was noted that this would impact a small number
of devices as the migration to Intune was not complete at the time of the review.
3. It was identified that there was a project to move management of endpoints into Intune from
the previous endpoint management system (Kaspersky). At the time of the review, 32
devices of around 300 Council endpoints had been migrated to Intune. It was noted that
each device was showing as compliant in respect of the patching status of each device.
Specific Risk – It was identified that the Council’s standards do not reflect the technical controls in
place for mobile phones and endpoints therefore, there is a risk that the technical controls are not
as robust as required and could lead to devices being compromised and accessed inappropriately.
Recommendation –
1.

The Council should review the Security Standards and ensure that the technical controls
documented in them are consistent with and reflected in both Intune and group policy.

2. The Council should complete the migration of endpoint management into Microsoft Intune
as soon as possible. Following completion of the migration, the Council should design and
document a monitoring process (such as for patch compliance).
Management Response – Agreed. The second is a much wider work package that is underway,
and scheduled for completion before LGR. It includes the removal of Kaspersky Malware protection,
and migration to Defender, migration of BitLocker services, USB controls and patch and update
management.
Responsible Officer – Deputy Chief Officer – Innovation and Technology
Implementation Date – April 2023

Change Control

Risk Rating: Medium
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Operating Effectiveness
Key Finding – Although it was identified that there was a change management process in operation
at the Council, we were informed this process had not been followed in relation to the changes
made to the control environment in respect of mobile working.
Furthermore, we were informed by the Deputy Chief Officer – Innovation and Technology that the
mobile working changes had been managed by the Council’s project management process
however, we were not provided evidence of the process or of any project documentation. We were
also informed of the ‘Anytime, Anywhere’ strategy but, had not been provided evidence of the
strategy or of any minutes showing discussion and progress of implementation to ensure processes
had been handed over and implemented as part of business as usual activity.
Specific Risk – The Council has not retained documentation to confirm the changes that have been
completed in respect of mobile working or that the changes made have been reviewed and accepted
as appropriate within business as usual activities.
Recommendation –
1. The Council should collate any documentation in respect of the changes made to the control
environment as part of the mobile working project to ensure they have been handed over to
and incorporated within business as usual activities.
2. Going forwards, the Council should ensure that the change control process in the service
desk solution is adhered to. If a change is a result of a project, the documentation should be
retained which should also include evidence of the approval of the changes.
Management Response – Agree with the above to an extent. However, the facilities to support
Remote Working have been in place since 2010. When Covid hit, we carried out a Work package
to enable everyone to work from home and used management processes under Microsoft Planner,
to quickly deploy the environment to everyone. So a project management lite process was applied
until we had completed works and then we deleted the planner module as in essence this was a
major BAU piece of work. The issue here is we could not evidence it, So the process should be
how long should we archive work packages for. Similarly, the deployment of a laptop is not
classified as a change but BAU with Asset Management records being updated.
Therefore, we will look to develop a process to manage work packages and archive them as
appropriate.
Responsible Officer – Deputy Chief Officer – Innovation and Technology
Implementation Date – End of August 2022

Follow-up
A follow-up exercise will be undertaken during 2022/23 to evaluate progress made in respect of issues
raised. This will include obtaining documentary evidence to demonstrate that actions agreed as part
of this review have been implemented.
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Appendix A: Assurance Definitions and Risk Classifications
Level of Assurance

Description

High

There is a strong system of internal control which has been effectively
designed to meet the system objectives, and that controls are consistently
applied in all areas reviewed.

Substantial

There is a good system of internal control designed to meet the system
objectives, and that controls are generally being applied consistently.

Moderate

There is an adequate system of internal control, however, in some areas
weaknesses in design and/or inconsistent application of controls puts the
achievement of some aspects of the system objectives at risk.

Limited

There is a compromised system of internal control as weaknesses in the
design and/or inconsistent application of controls puts the achievement of
the system objectives at risk.

No

There is an inadequate system of internal control as weaknesses in control,
and/or consistent non-compliance with controls could/has resulted in failure
to achieve the system objectives.

Risk Rating

Assessment Rationale

Critical

Control weakness that could have a significant impact upon, not only the
system, function or process objectives but also the achievement of the
organisation’s objectives in relation to:
• the efficient and effective use of resources
•

the safeguarding of assets

•

the preparation of reliable financial and operational information

•

compliance with laws and regulations.

High

Control weakness that has or could have a significant impact upon the
achievement of key system, function or process objectives. This weakness,
whilst high impact for the system, function or process does not have a
significant impact on the achievement of the overall organisation objectives.

Medium

Control weakness that:
• has a low impact on the achievement of the key system, function or
process objectives;
•

Low

has exposed the system, function or process to a key risk, however
the likelihood of this risk occurring is low.

Control weakness that does not impact upon the achievement of key system,
function or process objectives; however implementation of the
recommendation would improve overall control.

QD-4 Rev 1
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Limitations
The matters raised in this report are only those which came to our attention during our internal audit
work and are not necessarily a comprehensive statement of all the weaknesses that exist, or of all the
improvements that may be required. Whilst every care has been taken to ensure that the information
in this report is as accurate as possible, based on the information provided and documentation
reviewed, no complete guarantee or warranty can be given with regards to the advice and information
contained herein. Our work does not provide absolute assurance that material errors, loss or fraud do
not exist.
Responsibility for a sound system of internal controls and the prevention and detection of fraud and
other irregularities rests with management and work performed by internal audit should not be relied
upon to identify all strengths and weaknesses in internal controls, nor relied upon to identify all
circumstances of fraud or irregularity. Effective and timely implementation of our recommendations by
management is important for the maintenance of a reliable internal control system.
Reports prepared by MIAA are prepared for your sole use and no responsibility is taken by MIAA or
the auditors to any director or officer in their individual capacity. No responsibility to any third party is
accepted as the report has not been prepared for, and is not intended for, any other purpose and a
person who is not a party to the agreement for the provision of Internal Audit and shall not have any
rights under the Contracts (Rights of Third Parties) Act 1999.
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Internal Audit Progress Report 2022.23 Q2 – Appendix 2

ALLERDALE BOROUGH COUNCIL
PROGRESS AGAINST AUDIT PLAN 2022/23
Actual

Status

Audit
Committee

Assurance
Evaluation

Covid-Grants Post-event fraud checks

10

10

Draft

Nov 22

TBC

Regeneration Projects

20

1

Testing

Nov 22

TBC

Creditors

20

1

Testing

Nov 22

TBC

Counter Fraud

Procurement

20

2

Testing

Nov 22

TBC

Directorate

Car Parking

10

0

Scoping

Nov 22

TBC

Car Parking Income

10

0

Scoping

Nov 22

TBC

Review Type

Audit Area

Revenues & Benefits

Counter-Fraud

Programme Board
Finance
Commercial &
Contracts
Property & Estates
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Plan

Service Area

Finance

Directorate
MFS

MFS

Corporate

Corporate

Information Governance (GDPR Compliance)

20

0

Human Resources

Corporate

Recruitment & Retention (inc post-covid
culture)

20

0

Corporate

Follow-Up

Risk Management

5

0

Follow-up contingency

10

0

Counter Fraud Contingency

10

0

Advice & Guidance Contingency

10

0

Contingency (Inc LGR)

25

0

Planning & Management

64

26

OVERALL TOTAL

254

40

Comments
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Internal Audit Progress Report 2022.23 Q2 - Appendix 3 (Progress against outstanding actions)
Audit
Plan

Audit Reference
(AA no)

Recommendation

Issue/risk identified

2017/18

Development
Services
(Agreed Action
6)

Clear user guidance and procedures should be
produced for all applications used to ensure
consistent data quality and efficiency.

Efficient/effective processes;
Counter fraud; Reputational risk;
Data integrity; Income collection;
Value for money.

2017/18

Development
Development Services training needs should be
Services
considered and incorporated into the training
(Agreed Action
plan and implementation of Product X.
4)

Efficient/effective processes;
Counter fraud; Reputational risk;
Data integrity; Income collection;
Value for money.

2017/18
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2019/20

2019/20

2019/20

Development
Services
(Agreed Action
8)

R&B Agreed
(Action 9)

Priority

Agreed Action

Low

This should be mitigated by the
introduction of the information
management system (product X). April
2018.

Low
This should be mitigated by the
introduction of the information
management system (product X). April
2018.

To improve the data quality and efficiency of
performance information sent to central
Efficient/effective processes;
This should be mitigated by the
government officers should consistently
Counter fraud; Reputational risk;
introduction of the information
Medium
complete their monitoring check lists for the
Data integrity; Income collection;
management system (product X). April
appropriate case files and understand the
Value for money.
2018.
impact and importance of these. This should be
subject to management monitoring.
Visiting Officers should record all visits and
information concerning them electronically.
Failure to ensure that we are GDPR
Where organisational practices require the use
compliant could result in fines,
Medium
None in report (old format)
of paper documents, they must be stored in
reputational damage, loss of data
accordance with corporate information
management guidance.

GDPR Agreed
(Action 2)

All Information Asset Owners should complete
the Information Sharing e-learning module to Failure to follow correct procedures;
understand when and how to correctly share accidental data breach; reputational
Medium
personal information and the responsibilities in
damage; financial penalty (fines
monitoring and maintaining a sharing
from ICO)
agreement.

GDPR Agreed
(Action 1)

A central log documenting all data sharing
agreements should be held by the Information Failure to follow correct procedures;
Governance Data Protection Officer with each accidental data breach; reputational
Medium
department retaining overall responsibility for
damage; financial penalty (fines
ensuring that the data is accurate, complete
from ICO)
and current.

Responsible Officer Service Area

Agreed
Action due

Progress update

Status

Business Support
Manager

Governance
and
Regulatory
Services

31/12/18

Full user guide in place for building
control and planning.

Closed

Business Support
Manager

Governance
and
Regulatory
Services

31/03/19

Training delivered for building
control, and planning.

Closed

Business Support
Manager

Governance
and
Regulatory
Services

31/03/19

Intergrated in new system.

Closed

Closed

Deputy Manager
Customer Services

Customer
Operations

30/09/20

Completed by Customer Service
Manager in September 2020 (prior
to Visiting Officers returning to R&B
in September 2021)

None in report (old format)

HR Manager

Strategy,
Policy and
Performance

31/12/20

Manadatory e-learning module in
place. HR monitoring compliance.

Closed

None in report (old format)

Information
Governance
Manager

Strategy,
Policy and
Performance

31/12/20

Central repositry now designated
for all Councils as preparation for
LGR. Initital action superceded.

Closed

Next Review

User Access Control:
i) Investigate
enabled accounts that have been dormant for over
90 days, with
particular attention to generic and administrative
accounts with further actions taken
as required to maintain council security. This should
also become a periodic review
of all active accounts to ensure they are
appropriate;
Cyber Security
ii) Formally risk assess the requirement of
administrator accounts having internet
2020/21 Review (Agreed
access to determine if this is necessary for
Action 3)
operational purposes and if not that it
can be disabled;
iii) Document procedures for managing users,
including the resetting of passwords to
ensure compliance with the Access and
Authentication Controls security standard;
iv) Document all staff who have privileged access
permissions and ensure this is
subject to periodic review.

Accidental or deliberate misuse of
privileges leading to unauthorised
changes to configuration of
systems, leading to a loss of the
confidentiality, integrity or
availability of information or ICT
systems. Increased attacker
capability if they can use unused or
compromise user accounts to carry
out an attack. Ultimately attacks
Medium
seek to gain access to root or
administrative accounts to gain the
fullest access to system information,
services and resources. Negating
established security controls
whereby attackers attempt to cover
their tracks by making changes to
security controls or deleting
monitoring and auditing logs so that
their activities are not detected.
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The organisation should identify the training
needs of individual budget holders and
Control weaknesses, lack of
implement a formal training programme and
knowledge and understanding from
manual that results in budget holders taking full
Finance (Agreed
budget holders, resource strain,
2019/20
Medium
responsibility and accountability for their budget
Action 1)
lack of efficiency. It is important that
management. It is important that all budget
all opportunities for training and
holders understand their role in delivering the
mentoring of BH are fully utilised.
financial and transformational strategic
priorities of the council

Finance (Agreed
2020/21
Action 4)

2020/21

Finance (Agreed
Action 5)

Car Park Income
2020/21 (Agreed Action
1)

Car Park Income
2020/21 (Agreed Action
2)

The Authority should ensure that suitable
processes are in place to allow the Finance
Department to be notified of all disposals
including relevant documents in a timely
manner by the responsible department.

Increased likelihood of incorrect
accounting for disposals due to
notification not being timely or
including insufficient information.

The Authority should explore the functionality of
the new financial system that is due to
implemented to determine whether a report can
be ran which details all additions and
amendments to supplier details. If possible, the Input errors many not be identified
in a timely manner and lead to
Authority should consider the implementation of
incorrect payments.
a periodic review of new additions and bank
detail changes by an individual other than the
inputter to ensure that changes have been
actioned accurately. This will ensure that any
errors are identified in a timely manner.
Procedures should be updated to include
instructions on how to deal with money that
cannot be banked through the G4S contract,
coinage should then be banked or destroyed in
accordance with these instructions. The
Lack of management/control over
procedural guide should also define what the
security arrangements; opportunity
tolerance level is for investigating cash
for fraud: risk of injury and/or theft
overages and shortages and a robust review
system introduced to show the correct steps
when investigating discrepancies. A system
should be established and monitored to ensure
that all Officers procedural knowledge is up to
date.
All officers responsible for keys must ensure
that the Key Register is fully completed each
Loss/misuse of keys
time the keys are signed in and returned to the
locked key safe.

Innovation &
Technology Manager

Medium

Medium

30/09/21

Final action relating to closure of
dormant accounts now actioned.
Process in place to delete leaver
accounts after 30 days.

Closed

Closed (LGR)

N/A

Finance Business
Partner

Finance and
Property
Services

31/03/21

Training delivered in respect of new
ERP system. In light of LGR, no
further action taken in relation to the
preparation of a budget holder
manual

Estates Manager

Finance and
Property
Services

30/06/21

Draft spreadsheet in place needing
minor amendments (end of
September 2022).

In progress

Q3 2022/23

Recommendation noted. This will be
considered when implementing the new
ERP system

Financial Services
Manager

Finance and
Property
Services

31/03/22

Facility available in new system.
Application to be tested as part of
current Creditors review.

To confirm as part
of planned 22/23
audit (Testing
underway).

Q2 2022/23

Included in rec (previous format)

Operations Support
Officer

Finance and
Property
Services

31/12/21

Procedures updated.

Closed

Included in rec (previous format)

Civil Enforcement
Supervisors

Finance and
Property
Services

31/12/21

Key register now in place and
completed by all staff.

Closed

None in report (Old format)

The authority will create a spreadsheet
which representatives from Legal, Estates
and Projects can access to enter disposal
or Financial Systems Key Controls Review
Medium ABC_2021_000 Allerdale Borough Council
P a g e | 9 QD-5 Rev 1 acquisition
information as it is received, allowing the
Finance Team to have access to the
required information centrally.

Low

Finance and
Property
Services

Procedures should be established covering all
Car Park Income aspects of cash payments made at the MSCP.
2020/21 (Agreed Action
These should include reasons why a charge
3)
can be waived as well as how to correctly
record, reconcile and bank these payments.
A meeting should be arranged between Metric,
Parking Services and Finance to obtain a
Car Park Income
definitive explanation as to why there is a
2020/21 (Agreed Action
discrepancy between the audit ticket values on
4)
Metric and the payments received from Six
Payments.

Car Park Income
2020/21 (Agreed Action
5)

Car Park Income
2020/21 (Agreed Action
6)
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Car Park Income
2020/21 (Agreed Action
7)

2020/21

Car Park Income
(Agreed Action
8)

All documentation should be in place and
managed for all officers who are permitted to
drive fleet vehicles in line with the Health and
Safety Executive guidance and Section 87 of
the Road Traffic Act.

Theft, loss of income

Medium

Potential loss of income; there is
insuffiient data from metric and Six
payments which will allow Finance
Medium
to unequivocally state why there is
a discrepancy and allow a
reconciliation to take place
Failure to register all users of
Council vehicles could leave the
Council at risk of civil action,
financial and reputational damage Medium
for failing to comply with Section 87
(2) of the Road Traffic Act 1988 /
HSE.

A review should be carried out to ensure that all
Failure to register all users of
officers permitted to drive their own vehicles on
Council vehicles could leave the
Council business, hold a current and
Council at risk of civil action,
appropriate class of driving licence, valid
insurance policy with correct class of use and financial and reputational damage
current test certificate and a system established for failing to comply with Section 87
(2) of the Road Traffic Act 1988 /
to provide ongoing assurances that all officers
HSE.
who drive on Council business are adequately
insured.
In keeping with UK GDPR, the data owner
should update the Records Retention Schedule
Risk of fine from ICO for retaining
with the data held on the Driver Record of
data beyond storage
Vehicle Insurance. The data should be
limitations/retention period.
periodically reviewed and erased when no
longer required in keeping with the agreed
retention period.
Lack of up to date contractual
agreement - no protection against
cancellation; reputational risk;
inefficient or ineffective processes;
A clear and up to date written
value for money; loss of income;
agreement/contract for Booth's should be in
risk of legal or civil action as
place signed by both parties as a matter of
urgency ensuring that all responsibilities and responsibilities/accountabilities not
clear
charges are understood and clearly defined

Lack of up to date contractual
agreement - no protection against
All future negotiations and drafting of contracts
cancellation; reputational risk;
Car Park Income in respect of Managed Car Parks should be
inefficient or ineffective processes;
2020/21 (Agreed Action
undertaken by the Strategic Advisor –
value for money; loss of income;
9)
Commercial and Contracts in consultation with
risk of legal or civil action as
Legal Services.
responsibilities/accountabilities not
clear

Low

Included in rec (previous format)

Operations Support
Officer

Finance and
Property
Services

Included in rec (previous format)

Operations Support
Officer

Included in rec (previous format)

Included in rec (previous format)

31/12/21

Procedures updated.

Closed

Finance and
Property
Services

31/03/22

Initial work undertaken, but further
specialist input from Finance now
required to resolve discrepancies.

In progress

Strategic Advisor HR

Policy,
Performance
& Economic
Deveopment
Strategy

31/03/22

Procedures updated

Closed

Strategic Advisor HR

Policy,
Performance
& Economic
Deveopment
Strategy

31/03/22

Process in place to monitor
compliance for individuals claiming
mileage (Finance). Suggested email provided and issued for staff
not submitting travel claims.

Closed

Policy,
Performance
& Economic
Deveopment
Strategy

31/03/22

Agreed current retention schedule
acceptable, but will need reviewed
by new authority post LGR.

Closed

31/03/22

Progress ongoing, with Council
delivering draft contract. Delays
outside of Council's control.

In progress

31/03/22

All future contractual negotiations and
drafting will be delivered through Legal
Services. Working relationship
established.

Complete

31/03/22

KPI information now in place, but
has not been reported to date.
Further review required.

In progress

Low

Included in rec (previous format)

Strategic Advisor HR

High

Progress ongoing, with Council delivering
draft contract. Delays outside of Council's
control.

Strategic Advisor Commercial &
Contracts

Innovation &
Commercial

Medium

All future contractual negotiations and
drafting will be delivered through Legal
Services. Working relataionship
established.

Strategic Advisor Commercial &
Contracts

Innovation &
Commercial

Included in rec (previous format)

Strategic Advisor Commercial &
Contracts

Innovation &
Commercial

Key Performance Indicators should be
Not having KPI can lead to failure to
Car Park Income
established to track and analyse performance in achieve organisational goals and
Medium
2020/21 (Agreed Action
relation to car park income for both managed
strageic aims; failure to maximise
10)
and Council owned car parks.
income

Q3 2022/23

Q3 2022/23
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Appendix C - AUDIT PLAN 2022/23 - AUDIT ASSIGNMENTS
Assignments
Category

Audit Area
Information Governance (GDPR Compliance)

Corporate Reviews
Recruitment & Retention (inc post-covid culture)

Regeneration Projects
Risk Based Reviews
Car Parking

Creditors
Main Financial Systems
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Car Parking Income
Contingency / Routine Follow Up of Audit Recommendations
Follow Ups
Risk Management
Contingency
Counter Fraud
Covid-Grants Post-event fraud checks
Procurement
Advice & Consultancy

Proposed Scope
Review of information governance arrangements in place to ensure
ongoing compliance with GDPR legislation.
Review of arrangements to encourage staff retention, including
maintaining a sense of belonging post-covid (increased homeworking) and recruitment processes in place to attract suitable
candidates.
Review of arrangements in place to manage delivery of various
regeneration projects, including management of risks relating to
increasing prices and supply chain issues.
Review of commercial arrangements in place for car parking
arrangements to ensure value for money (Merged with MFS Review)
Review to ensure suitable internal controls are in place to process
payments to creditors, with focus on arrangements to monitor and
manage use of new system.
Review to ensure suitable internal controls are in place to secure
income and ensure accurate accounting records (Merged with
Directorate Review)
Contingency for Follow up review of any further partial/limited
reviews.
Follow up of implementation of recommendations from previous
review.
Contingency for performing fraud investigations, delivering counterfraud work and delivering NFI.
Review of post-event fraud assurance checks in place for covid-19
support grants paid to local businesses.
Review of internal controls in place to prevent Procurement fraud
pre/post commission of services.

Ori
Days

Rev
Days

20

20

20

20

20

20

10

10

20

20

10

10

10

10

5

5

10

10

10

10

20

20

Contingency

Contingency for audit advice requested throughout the year.

10

10

Contingency

General contingency for additional audit work identified within the
financial year.

5

21

Local Government Re-Organisation

Contingency for additional audit work required to progress delivery
of Internal Audit services as part of new authority from 2023/24.

20

20

Team Management

Audit Manager time managing and administrating team (including
planning/supervision/review/attending audit committee).

49

49

Team Admin

Auditor time performing administrative tasks (one to ones, team
meetings, timesheets, appraisals, corporate e-mails). 2 hour per
week.

15

15

Contingency

Planning and
Management

Appendix C - AUDIT PLAN 2022/23 - AUDIT ASSIGNMENTS
Assignments
Category

Audit Area

Proposed Scope

TOTAL PRODUCTIVE
Admin Codes
TOTAL DAYS

Annual Leave
Vacancies
Sickness
Training

Ori
Days
254
64
32
10
12
372

Rev
Days
270
72
71
12
22
447
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Agenda Item 7
Allerdale Borough Council
Audit Committee – 26 September 2022
Internal Audit Self Assessment 2021/22
Portfolio holder

Councillor Colin Sharp
PH Finance & Legal

Report from

Michael Roper - Strategic Advisor: Assurance, Risk &
Audit

Wards affected

All

Is this a key decision

No

1.0
1.1

The reason for the decision
To inform the Committee of the results of the self-assessment against the Public
Sector Internal Audit Standards (PSIAS).

2.0
2.1

Recommendations
That the report is accepted subject to any additional information that the committee
may require.

3.0
3.1

Background and Introduction
The Public Sector Internal Audit Standards were introduced in 2013 and last revised
in 2017. The Standards reflect the mandatory elements of the Institute of Internal
Audit’s International Professional Practices Framework (IPPF), which defines the
principles and standards required of Internal Auditors. The standards are intended
to promote further improvement in the professionalism, quality, consistency and
effectiveness of internal audit across the public sector

3.2.

As well as defining Internal Auditing the standards include the following elements:





Core Principles
Code of Ethics (Integrity, Objectivity, Confidentiality & Competence)
Attribute Standards
Performance Standards
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3.3.

The standards include the necessity for a quality assessment of compliance to the
standards by a competently qualified external inspector every five years,
supplemented by annual self-assessments.

4.0
4.1

External Quality Assessment (EQA)
The Internal Audit team was subject to an EQA (External Quality Assessment) of
their compliance with the Public Sector Internal Audit Standards in 2017.

4.2

The next EQA of the Council’s Internal Audit arrangements is due to be performed
in 2022/23. However, local government reorganisation in Cumbria means Allerdale
Borough Council will not exist after 31 March 2023. Current arrangements for
Internal Audit would only be in place for a very short time after the EQA, meaning
any benefit from the EQA is likely to be outweighed by the cost.

4.3

The department has performed annual self-assessments against the standards
using a CIPFA checklist, which have not identified any concerns around
conformance to the standards.

4.4

It is therefore proposed that the EQA review is not performed for 2022/23. This
approach is similar to that taken by Cumbria County Council.

5.0
5.1

Self-Assessment.
The Chief Audit Executive (Strategic Advisor – Assurance, Risk & Audit) has
performed an annual self-assessment against the standards using a CIPFA
checklist.

5.2

During 2021/22 Internal Audit engagements and the annual audit opinion were
delivered by an externally sourced contractor due to vacancies within the
Assurance, Risk and Audit team.

5.3

The contractor has provided assurances over their compliance with the PSIAS.
Where reliance has been placed on work delivered by the external contractor, these
assurances have been reflected in the annual self-assessment.

5.4

From 2022/23 the Assurance, Risk and Audit function will be delivered internally
following successful appointments to all vacant posts. A new working methodology
has been introduced by the CAE based on a similar methodology in place at
Carlisle City Council. This methodology has been subject to an EQA (2018) and
annual self-assessments (July 2022) and was found to conform to the standards.

5.5

The assessment should be forward looking forward to ensure ongoing compliance
with the standards. Where relevant the self-assessment accounts for changes to
the methodology and the new internal team.

5.6

The results of the assessment are included at Appendix 1. The assessment
indicated compliance with the standards, but includes improvement points and
enhancements which will be implemented during 2022/23.
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6.0

Implications and Impact

6.1

Contribution to Council Strategy Priorities, Outputs and Outcomes

The self-assessment provides assurances over Assurance, Risk and Audit’s
compliance with the PSIAS, which ensures work delivered by the team adds value
to the achievement of business objectives, through systematic and independent
review of the Governance, Risk Management and Internal Control Framework.
6.2

Finance/Resource implications

There are no additional finance or resource issues that have not been previously
highlighted in this report or previously reported to the Committee.
6.3

Legal and governance implications

There are no additional legal and governance issues that have not been previously
highlighted in this report or previously reported to the Committee.
6.4

Risk analysis

Acceptance of this report has no risk management implications other than the
consideration of the Corporate Risks and Issues Log by the Committee in terms of
oversight of the effectiveness of Risk Management Framework.
6.5

Increasing satisfaction and service

Deliver of Internal Audit assurance activity will ensure an effective Internal Audit
service that adds value to the achievement of organisational objectives through
reviewing and suggesting improvements to the Governance, Risk Management and
Internal Control Framework.
6.6

Equality impacts
Equality impacts Equality is considered during the Assurance, Risk and Audit activities

6.7

Health and Safety impacts
Acceptance of this report has no health and safety impacts

6.8

Health, wellbeing and community safety impacts
Acceptance of this report has no health, wellbeing and community safety impacts

6.9

Environmental/sustainability impacts
Acceptance of this report has no environmental/sustainability impacts

6.10

Other significant implications
None
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Appendices attached to this report
Appendix number
1

Title of appendix
Internal Audit Self-Assessment 2021/22

Background documents available
Name of background document

Where it is available

Report author(s) and contact officer(s):
Michael Roper
Strategic Advisor – Assurance, Risk & Audit
Michael.Roper@allerdale.gov.uk
07518294374
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Allerdale Borough Council – Assurance, Risk & Audit (Self-Assessment 2021-22)
1 Definition of Internal Auditing
Conformance with the Standard
Using evidence gained from assessing conformance
with other
Standards, is the internal audit activity:
a) Independent
b) Objective
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Using evidence gained from assessing conformance
with other Standards, does the internal audit activity
use a systematic and disciplined approach to
evaluate and improve the effectiveness of risk
management, control and governance processes
within the organisation?

Y/P/N

2021/22 Evidence
Independence & Objectivity defined
within the Internal Audit Charter.

Yes
Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Amendments/Additions 2022/23
New Risk Based Audit Methodology designed
to ensure both characteristics are achieved by
the department (accounting for potential
conflicts noted in annual declarations of
interest).

New Risk Based Audit Methodology,
established templates, QAIP and control
sheets in place to ensure consistent,
systematic approach.
Supervision in place (as defined within the
methodology) to support consistency.
Supervision check-list included to enhance
consistent approach

2 Code of Ethics
Conformance with the Standard
Integrity: Using evidence gained from assessing
conformance with other Standards, do internal
auditors:
a) Perform their work with honesty, diligence
and responsibility?
b) Observe the law and make disclosures
expected by the law and the profession?
c) Not knowingly partake in any illegal activity
nor engage in in acts that are discreditable

Y/P/N
Yes

2021/22 Evidence
Ethical standards form key element of
Audit Charter, with controls in place as
part of methodology.
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.
Integrity values and requirement to
keep to the law form part of Officer’s

Amendments/Additions 2022/23
Declarations of interest introduced for internal
staff.

to the profession of internal auditing or to the
organisation?
d) Respect and contribute to the legitimate and
ethical objectives of the organisation?
Objectivity: Using evidence gained from assessing
conformance with other Standards, do internal
auditors display objectivity by not:

Code of Conduct for all internal Council
employees (based on the Nolan
Principles).

Yes
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a) Taking part in any activity or relationship that
may impair or be presumed to impair their
unbiased assessment?
b) Accepting anything that may impair or be
presumed to impair their professional
judgement?
c) Disclosing all material facts known to them
that, if not disclosed, may distort the reporting
of activities under review?

Objectivity forms key element of Audit
Charter. with controls in place as part of
methodology.
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.
Integrity values and requirement to
keep to the law form part of Officer’s
Code of Conduct for all Council
employees (based on the Nolan
Principles).
Council has gifts and hospitality
register, which Internal Audit staff use
when necessary (0 instances in
2021/22).

Confidentiality: Using evidence gained from
assessing conformance with other Standards, do
internal auditors display objectivity by:
a) Acting prudently when using information
acquired in the course of their duties and
protecting that information?
b) Not using information for any personal gain
or in any manner that would be contrary to
the law or detrimental to the legitimate and
ethical objectives of the organisation?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.
All information only used for Internal
Audit purposes (all electronic
documentation stored on shared audit
drive, with access restricted to Internal
Audit staff, paperless office in place with
desks clear of confidential documents.

Declarations of interest form in place and
updated annually.

Internal Audit staff all received training
on data protection requirements as part
of Corporate training programme
Competency: Using evidence gained from
assessing conformance with other Standards, do
internal auditors display objectivity by:

Yes

a) Only carrying out services for which they
have the necessary knowledge, skills and
experience?
b) Performing services in accordance with the
PSIAS?

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

New audit methodology in place to guide
process, supplemented by supervision
process.

Required skills and experience defined
within job descriptions.

Quality assurance and Improvement
Programme in place and annual appraisals to
identify and action any learning gaps.

EQA performed every 5 years (2017)
though extension to be requested for
2022/23 due to LGR.

Audit control process includes continual
improvement (supervisor, audit lead and client
feedback).
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Annual self-assessment of conformance
with PSIAS undertaken by Audit
Services Manager
c) Continually improving their proficiency and
effectiveness and quality of their services,
for example through CPD schemes?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.
Annual self-assessment of conformance
with PSIAS undertaken by Audit
Services Manager
EQA performed every 5 years (2017)
though extension to be requested for
2022/23 due to LGR.

Do internal auditors have regard to the on
Standards of Public Life’s Seven Principles of public
life?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Quality assurance processes introduced and
annual appraisals to identify and action any
learning gaps. Training resource in place.
Audit Services Manager currently undertaking
CIA qualification. Training programme for
Auditors to be assessed following introductory
period.
New Audit control process includes continual
improvement (supervisor, audit lead and client
feedback) and weekly one to ones held with
team members.

Integrity values and requirement to
keep to the law form part of Officer’s
Code of Conduct for all Council
employees (based on the Nolan
Principles).
1 Definition of Internal Auditing
Conformance with the Standard
Does the internal audit charter include a formal
definition of:

Y/P/N
Yes

2021/22 Evidence
All areas defined within Audit Charter.
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a) The purpose
b) The authority and
c) The responsibility of the internal audit activity
consistent with the Public Sector Internal
Audit Standards
Does the internal audit charter define the terms
‘board’ and ‘senior management’, for the purposes
of the internal audit activity?

Yes

Defined in Audit Charter.

Yes

Defined in Audit Charter.

Note that it is expected that the audit committee will
fulfil the role of the board in the majority of
instances.
Does the internal audit charter also:
a) Set out the internal audit activity’s position
within the organisation?
b) Establish the CAE’s functional reporting
relationship with the board?
c) Establish the accountability, reporting line
and relationship between the CAE and those
to whom the CAE may report
administratively?

Amendments/Additions 2022/23
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d) Establish the responsibility of the board and
also the role of the statutory officers (such as
the CFO, the monitoring officer and the head
of paid service) with regards to internal
audit?
e) Establish internal audit’s right of access to all
records, assets, personnel and premises and
its authority to obtain such information and
explanations as it considers necessary to
fulfil its responsibilities?
f) Define the scope of internal audit activities?

Yes

g) Recognise that internal audit’s remit extends
to the entire control environment of the
organisation?
h) Identify internal audit’s contribution to the
review of effectiveness of the control
environment, as set out in the Accounts and
Audit (England) Regulations 2011?
i) Establish the organisational independence of
internal audit?

Yes

j) Cover the arrangements for appropriate
resourcing?
k) Define the role of internal audit in any fraudrelated work?
l) Set out the existing arrangements within the
organisation’s antifraud and anti-corruption
policies, to be notified of all suspected or
detected fraud, corruption or impropriety?
m) Include arrangements for avoiding conflicts
of interest if internal audit undertakes nonaudit activities?
n) Define the nature of assurance services
provided to the organisation, as well as

Yes
Yes
Yes

Defined in Audit Charter.

Yes

Yes

Defined in Audit Charter.

Yes

Yes

Yes
Yes

Yes
Yes

Defined in Audit Charter.

assurances provided to parties external to
the organisation?
o) Define the nature of consulting services?
p) Recognise the mandatory nature of the
PSIAS?
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Does the chief audit executive (CAE) periodically
review the internal audit charter and present it to
senior management and the board for approval?

Yes

Reviewed annually – approved by Audit
Committee July 2022

Does the CAE attend audit committee meetings?

Yes

CAE attends Audit Committee meetings
– see minutes.

Does the CAE contribute to audit committee
agendas?

Yes

CAE receives draft agenda and
contribute towards items – see e-mails.

Does the CAE have direct and unrestricted access
to senior management and the board?

Yes

CAE reports directly to Director of Place
& Governance (monitoring officer and
member of Senior Management Team)
with direct access to Chief Exec and
Audit Chair

New methodology in place ensuring senior
managers have opportunity to contribute
towards scope and comment on audit findings.

Meetings held with SMT members at
least annually and take place more
frequently in reality.
Does the CAE have free and unfettered access to,
as well as communicate effectively with, the chief
executive or equivalent and the chair of the audit
committee?

Yes

CAE has direct access and meet with
Chief Executive and Chair of Audit
Committee as required.
Briefing meetings held quarterly (prior to
Audit Committee)

Are threats to objectivity identified and managed at
the following
levels:

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Declarations of interest in place with mitigating
actions defined where necessary.

a) Individual auditor?
b) Engagement?
c) Functional?
d) Organisation?

Audit Charter and Methodology includes
controls to maintain independence.

Does the CAE report to an organisational level
equal or higher to the corporate management team?

Yes

CAE reports directly to Director of Place
& Governance (Monitoring
Officer/SMT).

Does the CAE report to a level within the
organisation that allows the internal audit activity to
fulfil its responsibilities?

Yes

CAE reports directly to Director of Place
& Governance (Monitoring
Officer/SMT).
CAE has direct access to CEO and
Chair of Audit Committee.
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Have reporting and management arrangements
been put in place that preserves the CAE’s
independence and objectivity?

Yes

CAE has direct access to Chief
Executive and Chair of Audit Committee

This is of particular importance when the CAE is line
managed by another officer of the authority.
Does the CAE’s position in the management
structure:
a) Reflect the influence he or she has on the control
environment?
b) Provide the CAE with sufficient status to ensure
that audit plans, reports and action plans are
discussed effectively with the board?
c) Ensure that he or she is sufficiently senior and
independent to be able to provide credibly
constructive challenge to senior management?

Internal Audit report findings reported
directly to Audit Committee.

Yes

Yes. CAE reports directly to SMT and
has direct access to Chief Executive if
required to raise concerns (documented
in Charter)

New Audit Charter & Methodology includes
controls to preserve integrity of the internal
audit team.

Does the CAE confirm to the board, at least
annually, that the internal audit activity is
organisationally independent?
The following examples can be used by the CAE
when assessing the
organisational independence of the internal audit
activity:

Yes

Charter and plan (including resource)
both approved by Audit Committee
annually – last reviewed 25 July 2022.

Yes

Quarterly progress reports to the Audit
Committee including progress against
plan.

The board:
a) approves the internal audit charter
b) approves the risk-based audit plan
c) approves the internal audit budget and resource
plan
d) receives communications from the CAE on the
activity’s performance (in relation to the plan, for
example)
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e) approves decisions relating to the appointment
and removal of the CAE

Partial

f) seeks reassurance from management and the
CAE as to whether there are any inappropriate
scope or resource limitations.

Yes

In reality CAE appointed by Council;
however, annual charter approved
annually.
Audit Committee approve annual plan,
including available resource.
All audit reports reported to Audit
Committee when finalised, so
opportunity to challenge scope
limitations in place.

Does the chief executive or equivalent undertake,
countersign, contribute feedback to or review the
performance appraisal of the CAE?

Partial

Performance appraisal of CAE by
Monitoring Officer (Line Manager). CEO
has input into IA activity through regular
liaison.

Partial

No direct feedback – but performance
of the Internal Audit department
reviewed by Audit Committee.

1111 Direct Interaction with the Board
Conformance with the Standard
Does the CAE communicate and interact directly
with the board?

Y/P/N
Yes

2021/22 Evidence
Regular reporting to Audit Committee
and briefing meetings with Chair

Amendments/Additions 2022/23

1120 Individual Objectivity
Conformance with the Standard
Do internal auditors have an impartial, unbiased
attitude?

Y/P/N
Yes

2021/22 Evidence
Independence & Objectivity defined
within the Internal Audit Charter.
Adherence monitored as part of
supervision process.

Amendments/Additions 2022/23

Is feedback sought from the chair of the audit
committee for the CAE’s performance appraisal?
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CAE reports directly to Director of Place
& Governance (Monitoring
Officer/SMT).
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.
Do internal auditors avoid any conflict of interest,
whether apparent or actual?

Yes

Audit Methodology includes controls to
manage.

Declarations of interest in place for internal
team members

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.
1130 Impairment to independence or objectivity
Conformance with the Standard
If there has been any real or apparent impairment of
independence or objectivity, has this been disclosed
to appropriate parties (depending on the nature of

Y/P/N
Yes

2021/22 Evidence
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Amendments/Additions 2022/23
Declarations of interest in place for internal
team members

the impairment and the relationship between the
CAE and senior management/the board as set out
in the internal audit charter)?

Audit Methodology includes controls to
manage independence of audit
structure.
Gifts & Hospitality declarations made
when required.
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Have internal auditors assessed specific operations
for which they have been responsible within the
previous year?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Internal Team from 22/23 both previously
employed in Customer Services. No direct
audits included in 22/23 Internal Audit Plan.
Any testing identified that includes established
processes within Customer Services will be
performed by CAE to ensure independence is
maintained.

If there have been any assurance engagements in
areas over which the CAE also has operational
responsibility, have these engagements been
overseen by someone outside of the internal audit
activity?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Independent checks will be performed for all
areas CAE has responsibility (Follow-up
review of Risk Management audit to be
delivered by independent contractor).

Are assignments for on- going assurance
engagements and other audit responsibilities
rotated periodically within the internal audit team?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

No formal rotation proposed, as small team
and duties are rotated on an ad-hoc basis. No
concerns raised regarding over familiarity.

Have internal auditors declared interests in
accordance with organisational requirements?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Declarations of interest in place.

Where any internal auditor has accepted any gifts,
hospitality, inducements or other benefits from
employees, clients, suppliers or other third parties
(other than as may be allowed by the organisation's
own policies), has this been declared and
investigated fully?

Yes

Council has gifts and hospitality register
(0 declarations for Internal Audit in
2021/22).

Have any instances been discovered where an
internal auditor has used information obtained
during the course of duties for personal gain?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.
No instances identified.
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Have internal auditors disclosed all material facts
known to them which, if not disclosed, could distort
their reports or conceal unlawful practice, subject to
any confidentiality agreements?

Yes

Declarations of interest in place,
updated annually.

Have internal auditors complied with the Bribery Act
2010?

Yes

Yes – covered by Code of Conduct and
gifts and hospitality register.

If there has been any real or apparent impairment of
independence or objectivity relating to a proposed
consulting services engagement, was this disclosed
to the engagement client before the engagement
was accepted?
Where there have been significant additional
consulting services agreed during the year that were
not already included in the audit plan, was approval
sought from the board before the engagement was
accepted?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Yes

All formal consultancy work approved
by Audit Committee. All informal
consultancy work (audit advice)
reported to Audit Committee as part of
monitoring reports. Audit advice
reported to Audit Committee.

1200 Proficiency and Due Professional Care
1210 Proficiency
Conformance with the Standard
Does the CAE hold a professional qualification,
such as CMIIA/CCAB or equivalent?
Is the CAE suitably experienced?

Y/P/N
Partial

Yes

2021/22 Evidence
CAE – PIIA qualified (studying MIIA)

CAE experienced in Internal Audit (13
years)

Declarations of interest in place – any potential
or perceived conflicts would be addressed
prior to assigning consultancy work within the
team.

Amendments/Additions 2022/23

Is the CAE responsible for recruiting appropriate
internal audit staff, in accordance with the
organisation’s human resources processes?

Yes

Skills and experience required included
in job descriptions.

Does the CAE ensure that up-to-date job
descriptions exist that reflect roles and
responsibilities and that person specifications define
the required qualifications, competencies, skills,
experience and personal attributes?

Yes

Yes, relevant job descriptions in place.

Does the internal audit activity collectively possess
or obtain the skills, knowledge and other
competencies required to perform its
responsibilities?

Partial

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Two internal staff recruited for 2022/23
undergoing induction and training programme.

Due to shortages in employment market
attempts to recruit experienced auditors
unsuccessful.
Two officers employed with organisation
experience and relevant soft skills. Currently
undergoing induction and training programme.
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Where the internal audit activity does not possess
the skills, knowledge and other competencies
required to perform its responsibilities, does the
CAE obtain competent advice and assistance?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Do internal auditors have sufficient knowledge to
evaluate the risk of fraud and anti-fraud
arrangements in the organisation?

Yes

CAE experienced in identifying fraud
and fraud risk and carrying out fraud
investigations and have received
relevant training.

Do internal auditors have sufficient knowledge of
key information technology risks and controls?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.
Audit knowledge centre in place if
further information required.

External assistance to be obtained where
relevant during 2022/23 (E.g. Risk
Management Follow-Up)

Do internal auditors have sufficient knowledge of the
appropriate computer-assisted audit techniques that
are available to them to perform their work,
including data analysis techniques?

Page 93

1220 Due Professional Care
Conformance with the Standard
Do internal auditors exercise due professional care
by considering the:
a) Extent of work needed to achieve the
engagement’s objectives?
b) Relative complexity, materiality or significance of
matters to which assurance procedures are
applied?
c) Adequacy and effectiveness of governance, risk
management and control processes?
d) Probability of significant errors, fraud, or noncompliance?
e) Cost of assurance in relation to potential
benefits?
Do internal auditors exercise due professional care
during a consulting engagement by considering the
a) needs and expectations of clients, including
the nature, timing and communication of
engagement results?
b) Relative complexity and extent of work
needed to achieve the engagement’s
objectives?
c) Cost of the consulting engagement in
relation to potential benefits?

Partial

CAAT currently not deemed appropriate
for small team, but team is experienced
in use of relevant IT software and
adopts as necessary. Further
development under consideration.

Y/P/N
Yes

2021/22 Evidence
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Amendments/Additions 2022/23
Guidance available through audit methodology
and template folders.
Audit brief and Scoping carried out for all audit
reviews to ensure relevant objectives are
understood. Formal supervisor brief completed
for all reviews.

Yes

All audits subject to time constraints
and scoping so that requirements are
understood.
Timeliness of reporting embedded in
audit methodology and measured.
Client feedback obtained as part of
continuous improvement programme.
Added value of assignment determined
in planning stages and monitored at all
stages of review to ensure still relevant.

1230 Continuing Professional Development
Conformance with the Standard
Has the CAE defined the skills and competencies
for each level of auditor?

Does the CAE periodically assess individual
auditors against the predetermined skills and
competencies?

Y/P/N
Yes

2021/22 Evidence
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Amendments/Additions 2022/23
Skills and competencies reviewed as part of
each audit engagement (continuous
improvement) and annual team appraisal.

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Skills and competencies reviewed as part of
each audit engagement (continuous
improvement) and any development areas
identified with agreed actions.
Annual appraisal process in place to review
performance.
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Do internal auditors undertake a programme of
continuing professional development?

Yes

CAE communicates relevant
professional information to team. CPD
documented in QAIP.

Do internal auditors maintain a record of their
professional development and training activities?

Yes

Record of training undertaken recorded
in QAIP.

1300 Quality Assurance and Improvement Programme
Conformance with the Standard
Y/P/N
Has the CAE developed a Quality Assurance and
Yes
Improvement Programme (QAIP) that covers all
aspects of the internal audit activity and enables
conformance with all aspects of the PSIAS to be
evaluated?

2021/22 Evidence
Plan in place, updated annually

Does the QAIP assess the efficiency and
effectiveness of the internal audit activity and
identify opportunities for improvement?

Yes

Audit methodology includes feedback
from supervisor, audit lead and client.

Does the CAE maintain the QAIP?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Amendments/Additions 2022/23
Refreshed for new internal team.

Refreshed for new internal team.

If the organisation is a ‘larger relevant body’ in
England, does it conduct a review of the
effectiveness of its internal audit at least annually, in
accordance with the Accounts and Audit (England)
Regulations 2011 section 6(3)?

Yes

Self assessment updated on an annual
basis.

1310 Requirements of the Quality Assurance and Improvement Programme
Conformance with the Standard
Y/P/N 2021/22 Evidence
Does the QAIP include both internal and external
Yes
Yes, both included.
assessments?
1311 Internal Assessments
Conformance with the Standard
Does the CAE ensure that audit work is allocated to
staff with the appropriate skills, experience and
competence?
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Do internal assessments include ongoing monitoring
of the internal
audit activity, such as:
a) Routine quality monitoring processes?
b) Periodic assessments for evaluating
conformance with the PSIAS?

Does on - going performance monitoring include
comprehensive performance targets?

Amendments/Additions 2022/23

Y/P/N
Yes

2021/22 Evidence
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Amendments/Additions 2022/23
Delegation delivered by Audit Services
Manager who has understanding of team’s
strength, abilities and knowledge.

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Routine quality monitoring in place for every
individual engagement.
Weekly one to one discussion with team
members.

Annual self-assessment of adherence
to PSIAS in place. Last reviewed June
2022.
Partial

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

KPI to be introduced from Q3.

Are the performance targets developed in
consultation with appropriate parties and included in
any service level agreement?

Yes

Issued to Audit Committee for annual
approval.

KPI to be introduced from Q3.

Does the CAE measure, monitor and report on
progress against these targets?

Yes

Progress reported to Audit Committee
on a quarterly basis. KPI also reported

KPI to be introduced from Q3.

as part of Corporate Performance
Monitoring arrangements.
Progress against plan monitored on
ongoing basis
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Does ongoing performance monitoring include
obtaining stakeholder feedback?

Yes

Client satisfaction surveys issued for all
audit engagements (see methodology)

Are the periodic self-assessments or assessments
carried out by people external to the internal audit
activity undertaken by those with a sufficient
knowledge of internal audit practices?

Yes

Self-assessment carried out by Audit
Services Manager. EQA performed in
2017 (Request extension) .

Yes

Progress against the plan reported
quarterly to Audit Committee.

KPI to be introduced from Q3.

2021/22 Evidence
Self-assessment carried out by Audit
Services Manager. EQA performed in
2017 (Request extension).

Amendments/Additions 2022/23

Yes

Considered as part of procurement
exercise.

Consider delaying until LGR for next exercise

Yes

Reported to Audit Committee.

Sufficiency would require knowledge of the PSIAS
and the wider guidance available such as the Local
Government Application Note and/or IIA practice
advisories, etc.
Does the periodic assessment include a review of
the activity against the risk-based plan and the
achievement of its aims and objectives?
1312 External Assessments
Conformance with the Standard
Has an external assessment been carried out, or is
planned to be carried out, at least once every five
years?
Has the CAE considered the pros and cons for the
different types of external assessment (i.e. ‘full’ or
self-assessment plus ‘independent validation’)?
Has the CAE discussed the proposed form of the
external assessment and the qualifications and
independence of the assessor or assessment team
with the board?

Y/P/N
Yes

Client feedback to be obtained post-audit
(removing surveys due to limited feedback)
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Has the CAE agreed the scope of the external
assessment with an appropriate sponsor, such as
the chair of the audit committee, the CFO or the
chief executive?

Partial

N/K due to time since review and
staffing changes, but no concerns
raised.

Future procurement would include appropriate
consideration.

Has the CAE agreed the scope of the external
assessment with the external assessor or
assessment team?

Partial

N/K due to time since review and
staffing changes, but no concerns
raised.

Future procurement would include appropriate
consideration.

Has the assessor or assessment team
demonstrated its competence in both areas of
professional practice of internal auditing and the
external assessment process?
Competence can be determined in the following
ways:
a) experience gained in organisations of similar size
b) complexity
c) sector (ie the public sector)
d) industry (ie local government), and
e) technical experience.
Note that if an assessment team is used,
competence needs to be
demonstrated across the team and not for each
individual member.

Partial

N/K due to time since review and
staffing changes, but no concerns
raised.

Future procurement would include appropriate
consideration.

How has the CAE used his or her professional
judgement to decide whether the assessor or
assessment team demonstrates sufficient
competence to carry out the external assessment?

Partial

N/K due to time since review and
staffing changes, but no concerns
raised.

Future procurement would include appropriate
consideration.

Does the assessor or assessment team have any
real or apparent conflicts of interest with the
organisation? This may include, but is not limited to,
being a part of or under the control of the
organisation to which the internal audit activity
belongs.

Partial

N/K due to time since review and
staffing changes, but no concerns
raised.

Future procurement would include appropriate
consideration.

1320 Reporting on the Quality Assurance and Improvement Programme
Conformance with the Standard
Y/P/N 2021/22 Evidence
Has the CAE reported the results of the QAIP to
Yes
Outcome of external assessment
senior management and the board? Note that:
reported to Audit Committee.
a) the results of both external and periodic
internal assessment must be communicated
upon completion
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b) the results of ongoing monitoring must be
communicated at least
annually
c) the results must include the assessor’s or
assessment team’s
evaluation with regards to the degree of the internal
audit activity’s
conformance with the PSIAS.

Yes

Outcome against recommendations of
external assessment included in annual
report. Annual self-assessments
reported annually from next year. Action
plan in place.

Has the CAE included the results of the QAIP and
progress against any improvement plans in the
annual report?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Amendments/Additions 2022/23
Refreshed QAIP to be reported at close of
2022/23.

Recorded in annual report

1321 Use of “Conforms with the International Standards for the Professional Practice of Internal Auditing”
Conformance with the Standard
Y/P/N 2021/22 Evidence
Amendments/Additions 2022/23
Has the CAE stated that the internal audit activity
Yes
21/22 Audits delivered by compliant,
conforms with the PSIAS only if the results of the
competent & independent contractor
QAIP support this?
overseen by CAE.
Recorded in annual report.
1322 Disclosure of Non conformance
Conformance with the Standard
Y/P/N 2021/22 Evidence
Amendments/Additions 2022/23
Has the CAE reported any instances of nonYes
None identified.
conformance with the PSIAS to the board?
Has the CAE considered including any significant
deviations from the PSIAS in the governance
statement and has this been evidenced?

Yes

None identified.

4 Performance Standards
Conformance with the Standard
Do the results of the internal audit activity’s work
achieve the purposes and responsibility of the
activity, as set out in the internal audit charter?
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Y/P/N
Yes

2021/22 Evidence
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Amendments/Additions 2022/23
Methodology in place to ensure work
delivered in line with the charter. Supervision
and control sheet process in place to ensure
compliance.

Does the internal audit activity conform with the
Definition of Internal Auditing and the Standards?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Defined in charter and methodology.

Do individual internal auditors, who are part of the
internal audit activity, demonstrate conformance
with the Code of Ethics and the Standards?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Defined in charter and job descriptions.

Does the internal audit activity add value to the
organisation and its stakeholders by
a) Providing objective and relevant assurance?
b) Contributing to the effectiveness and efficiency
of the governance, risk management and internal
control processes?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Defined in charter and methodology.

2021/22 Evidence
Priorities defined using planning
methodology designed to highlight risk
areas and consider organisational
objectives (including discussions with
SMT).

Amendments/Additions 2022/23

2010 Planning
Conformance with the Standard
Has the CAE determined the priorities of the
internal audit activity in a risk-based plan and are
these priorities consistent with the organisation’s
goals?

Does the risk-based plan take into account the
requirement to produce an annual internal audit
opinion?

Y/P/N
Yes

Yes

Internal Audit plan approved for 2022/23.
Annual opinion reported to Audit
Committee and fed into Annual

Line Manager responsibilities in place to
monitor adherence.
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Does the risk-based plan take into account the
organisation’s assurance framework?

Yes

Does the risk-based plan incorporate or is it
linked to a strategic or
high-level statement of:
a) How the internal audit service will be
delivered? How the internal audit service will be
developed in accordance with the internal audit
charter?
b) How the internal audit service links to
organisational objectives and priorities?
Does the risk-based plan set out how internal
audit’s work will identify and address local and
national issues and risks?

Yes

Yes

Governance Statement. 2021/22 opinion
reported July 2022.
Relevant risks identified from assurance
framework and considered as part of
planning process and annual opinion.
See planning methodology. Some
developments of audit universe and
collation of assurances developed in
2021/22.
Audit plan prepared.

Scoring process in place for monitoring
local and national risks, with risk universe
in place. Scoring and process defined in
audit methodology.
Proposed scope included as part of plan
(to ensure relevant issues identified are
captured)

In developing the risk-based plan, has the CAE
taken into account the organisation’s risk
management framework and relative risk maturity
of the organisation?

Yes

Risks identified as part of risk
management process (i.e. risk registers)
included as part of planning process.
See planning methodology.
Current process is focused on Internal
Audit’s assessment of risk, so not reliant

Audit planning methodology in place, linked
to audit charter and methodology.

on RM process, but recorded risks
considered as part of the process.
If such a risk management framework does not
exist, has the CAE used his or her judgement of
risks after input from senior management and the
board and evidenced this?

Yes

Risk universe in place to identify and use
all identified risks as part of the planning
process.
As above, current process focused on IA
opinion of risk, but some consideration of
risks recorded in risk registers.

Does the risk-based plan set out the:
a) Audit work to be carried out?
b) Respective priorities of those pieces of audit
work?
c) Estimated resources needed for the work?

Yes

All audit work and resources specified in
plan. Relevant priority assessed based
on CAE view of risk. Internal Audit aim to
deliver 100% of the plan in the year.
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Further direction on priority dictated by
relevant ongoing discussions with SMT
and the Audit Committee and ongoing
monitoring by the CAE (flexibility
embedded into the planning
methodology).
Does the risk-based plan differentiate between
audit and other types of work?

Yes

Categorisation of audit work in place.

Is the risk-based plan sufficiently flexible to reflect
the changing risks and priorities of the
organisation?

Yes

Defined in the audit methodology. Risk
assessment ongoing. Any significant
risks will be identified and Audit
Committee will be asked to approve
amendments to the plan.

Risks monitored on an ongoing basis with
flexibility embedded into the planning
methodology)
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Does the CAE review the plan on a regular basis
and has he or she adjusted the plan when
necessary in response to changes in the
organisation’s business, risks, operations,
programmes, systems and controls?

Yes

As above – regular review of risk
environment.

Is the internal audit activity’s plan of
engagements based on a documented risk
assessment?

Yes

Risk based evaluation in place, as
defined in the planning methodology.

Is the risk assessment used to develop the plan
of engagements undertaken at least annually?

Yes

Regular risk monitoring and assessment
in place, with planning process carried
out annually (alongside ongoing
monitoring)

In developing the risk-based plan, has the CAE
also considered the
following:
a) Any declarations of interest (for the avoidance
for conflicts of
interest)?
b) The requirement to use specialists, e.g. IT or
contract and procurement auditors?
c) Allowing contingency time to undertake ad hoc
reviews or fraud
investigations as necessary?

Yes

Conflicts managed using different
members of the team.

c)
The time required to carry out the audit
planning process effectively as well as regular
reporting to and attendance of the board, the
development of the annual report and the CAE
opinion?
Is the input of senior management and the board
considered in the risk assessment process?

Yes

Time in plan for routine administration,
attendance of audit committee and
planning process.

Yes

At minimum, annual meeting with all SMT
to discuss internal audit plan – see
planning methodology, but ongoing

Specialist ICT work included in 2021/22
Contingencies in place for all perceived
audit work, including fraud investigations
and provision of audit advice.

Requirement for specialist ICT work
recognised and monitored on an ongoing
basis.

Does the CAE identify and consider the
expectations of senior management, the board
and other stakeholders for internal audit opinion
and any other conclusions?

Yes

discussions take place throughout the
year.
Management expectations considered as
part of annual opinion.
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Does the CAE take into consideration any proposed Yes
consulting engagement’s potential to improve the
management of risks, to add value and to improve
the organisation’s operations before accepting
them?

All audit work undertaken including
formal consulting assignments, fraud
investigations and ad-hoc advice
considered as part of overall opinion.

Are consulting engagements that have been
accepted included in the risk-based plan?

Yes

Consultancy engagements included for
consideration as part of planning process
and contingency in place for consulting
engagements if required (also defined in
charter and methodology).

Y/P/N
Yes

2021/22 Evidence
Internal Audit plan presented to SMT and
approved by Audit Committee on an
annual basis.

2020 Communication & Approval
Conformance with the Standard
Has the CAE communicated the internal audit
activity’s plans and resource requirements to
senior management and the board for review and
approval?
Has the CAE communicated any significant
interim changes to the plan and/or resource
requirements to senior management and the
board for review and approval, where such
changes have arisen?
Has the CAE communicated the impact of any
resource limitations to senior management and
the board?

Yes

Amendments to plan reported to Audit
Committee as and when required.

Yes

Performance and mitigating activity
reported to Audit Committee as part of
progress reports. Guidance received from
CIPFA for annual opinion as all public
authorities impacted by pandemic.

Amendments/Additions 2022/23

2030 Resource Management
Conformance with the Standard
Does the risk-based plan explain how internal
audit’s resource requirements have been
assessed?

Y/P/N
Yes

2021/22 Evidence
See planning methodology.
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Has the CAE planned the deployment of
resources, especially the timing of engagements,
in conjunction with management to minimise
abortive work and time?

Yes

Yes, timing agreed as part of scoping
process. Reasonable adjustments made
as and when arising

If the CAE believes that the level of agreed
resources will impact adversely on the provision
of the internal audit opinion, has he or she
brought these consequences to the attention of
the board?
This may include an imbalance between the work
plan and resource availability and/or other
significant matters that jeopardise the delivery of
the plan or require it to be changed.

Yes

Performance and mitigating activity
reported to Audit Committee as part of
progress reports.

2040 Policies & Procedures
Conformance with the Standard
Has the CAE developed and put into place
policies and procedures to guide the internal
audit activity?
Has the CAE established policies and procedures
to guide staff in performing their duties in a
manner than conforms to the PSIAS? Examples
include maintaining an audit manual and/or using
electronic management systems.
Are the policies and procedures regularly
reviewed and updated to reflect changes in
working practices and standards?

Amendments/Additions 2022/23

Further consideration of external contractor
considered for 2022/23.

External contractor utilised to ensure
suitable coverage in year.

Y/P/N
Yes

Yes

Yes

2021/22 Evidence
Charter, methodology and planning
methodology in place and reviewed
annually
Manual in place with methodology and
template documents designed in line with
PSIAS requirements. Supervisory and
control process in place to ensure
compliance with approved methodology.
Amended as required, including full
annual review at start of each financial
year and ongoing continuous
improvement activity.

Amendments/Additions 2022/23

2050 Coordination
Conformance with the Standard
Does the risk-based plan include the approach to
using other sources of assurance and any work
that may be required to place reliance upon those
sources?

Y/P/N
Yes

Page 105

Has the CAE carried out an assurance mapping
exercise as part of identifying and determining
the approach to using other sources of
assurance?

Yes

Does the CAE share information and coordinate
activities with other internal and external
providers of assurance and consulting services?

Yes

Does the CAE meet regularly with the nominated
external audit representative to consult on and
coordinate their respective audit plans?

Partial

2021/22 Evidence
Assurance mapping included as part of
planning process.
Other sources of assurance would be
used for relevant audits if identified.
Extent of reliance would be assessed on
an individual basis.
Assurance mapping included as part of
planning process and referenced in
annual opinion.

Regular meetings with External Auditors.

Amendments/Additions 2022/23
Assurance collation currently ad-hoc –
process to properly capture assurances to be
embedded in methodology and supporting
monitoring documents

Assurance collation currently ad-hoc –
process to properly capture assurances to be
embedded in methodology and supporting
monitoring documents
Internal Audit to work with other assurance
providers (second line) as required.

Internal Audit has Risk Management
oversight function, so will identify arising
issues.
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.
Limited communication in place

2060 Reporting to Senior Management and the Board
Conformance with the Standard
Y/P/N
Does the CAE report periodically to senior
Yes
management and the board on the internal audit
activity’s purpose, authority, responsibility and
performance relative to its plan?

2021/22 Evidence
Chief Executive and all relevant Senior
Managers receive copies of final audit
reports. Partial/Limited reviews presented
to SMT.
Quarterly progress reports to the Audit
Committee.

Redmond review identified need for closer
liaison between internal and external audit.
Regular liaison meetings in place going
forward.

Amendments/Additions 2022/23

Does the periodic reporting also include
significant risk exposures and control issues,
including fraud risks, governance issues and
other matters needed or requested by senior
management and the board?

Yes

All risk exposures identified by Internal
Audit included in quarterly report (all audit
reports presented).
Governance risk assessed against Good
Governance Principles and ongoing
consideration to fraud risks
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Is the frequency and content of such reporting
Yes
Established quarterly monitoring in place
determined in discussion with senior
management and the board and are they
dependent on the importance of the information
to be communicated and the urgency of the
related actions to be taken by senior
management or the board?
2070 External Service Provider and Organisational Responsibility for Internal Auditing.
Conformance with the Standard
Y/P/N 2021/22 Evidence
Where an external internal audit service provider
Yes
N/A
acts as the internal audit activity, does that
provider ensure that the organisation is aware
that the responsibility for maintaining and
effective internal audit activity remains with the
organisation?
2100 Nature of Work
Conformance with the Standard
Does the internal audit activity evaluate and
contribute to the improvement of the
organisation’s governance, risk management and
internal control processes?
Does the internal audit activity evaluate and
contribute to the improvement of the above using
a systematic and disciplined approach and is this
evidenced?

Amendments/Additions 2022/23

Y/P/N
Yes

2021/22 Evidence
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Amendments/Additions 2022/23
Audit engagements and methodology
devised to recommend improvements to
governance, risk management and internal
controls.

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Systematic approach defined within audit
methodology.

2110 Governance
Conformance with the Standard
Does the internal audit activity:
a) Promote appropriate ethics and values within
the organisation?
b) Ensure effective organisational performance
management and accountability?
c) Communicate risk and control information to
appropriate areas of the organisation?
d) Coordinate the activities of and communicate
information among the board, external and
internal auditors and management?
Does the internal audit activity assess and make
appropriate recommendations for improving the
governance process as part of accomplishing the
above objectives?
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Y/P/N
Yes

2021/22 Evidence
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Amendments/Additions 2022/23
Audits designed to meet organisational
objectives. Audit templates include standard
testing of governance processes.

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

See above – standard governance template
and relevant recommendations made
throughout.

Has the internal audit activity evaluated the:
a) design
b) implementation, and
c) effectiveness of the organisation’s ethicsrelated objectives, programmes and activities?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE.

Ethical governance considered as part of
audit reviews where relevant.

Has the internal audit activity assessed whether
the organisation’s information technology
governance supports the organisation’s
strategies and objectives?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE (including two
specialist ICT reviews)

Continue to consider ICT risks as part of
review process.

Has the CAE considered the proportionality of the
amount of work required to assess the ethics and
information technology governance of the
organisation when developing the risk-based
plan?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE

Included in risk evaluation

2120 Risk Management
Conformance with the Standard
Has the internal audit activity evaluated the
effectiveness of the organisation’s risk
management processes by determining that:
a) Organisational objectives support and
align with the organisation’s mission
b) Significant risks are identified and
assessed?
c) Appropriate risk responses are selected
that align risks with the organisation’s risk
appetite?
d) Relevant risk information is captured and
communicated in a timely manner across
the organisation, thus enabling the staff,
management and the board to carry out
their responsibilities?
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Has the internal audit activity evaluated the risks
relating to the organisation’s governance,
operations and information systems regarding
the:
a) Achievement of the organisation’s strategic
objectives?
b) Reliability and integrity of financial and
operational information?
c) Effectiveness and efficiency of operations and
programmes?
d) Safeguarding of assets?
e) Compliance with laws, regulations, policies,
procedures and
contracts?
Has the internal audit activity evaluated the
potential for fraud and also how the organisation
itself manages fraud risk?

Y/P/N
Yes

2021/22 Evidence
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE (including full review of
risk management process)

Amendments/Additions 2022/23
Adherence to Risk Management Process is
included on standard working paper for
governance.

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE

The 5 stated control areas are considered as
part of formulating relevant risks as part of
each individual audit.

Yes

Counter-fraud included in audit universe
as reviewable area.
Audit takes an active role in fraud reviews
- performing all relevant investigations

Audit of Procurement fraud to be undertaken
in 22/23.

and delivery of fraud training and
participating in the NFI.
Any identified fraudulent activity included
in risk scoring of auditable areas
(including relevant frauds outside of the
authority if identified in news articles).

Page 109

Do internal auditors address risk during
consulting engagements consistently with the
objectives of the engagement?

Yes

No consultancy in 2021/22.

Are internal auditors alert to other significant risks
when undertaking consulting engagements?

Yes

Audits based on all identified risks within
the area. Engagements include planning
time for the Internal Auditor to identify
potential risk areas that management
may not be aware of.

Do internal auditors successfully avoid managing
risks themselves, which would in effect lead to
taking on management responsibility, when
assisting management in establishing or
improving risk management processes?

Yes

Audit responsible for overseeing risk
management arrangements, but
management clear responsibility for
identifying risk.

2130 Control
Conformance with the Standard
Has the internal audit activity evaluated the
adequacy and effectiveness of controls in the
organisation’s governance, operations and
information systems regarding the:
a) Achievement of the organisation’s strategic
objectives?
b) Reliability and integrity of financial and
operational information?
c) Effectiveness and efficiency of operations and
programmes?
d) Safeguarding of assets?

Y/P/N
Yes

2021/22 Evidence
See above – included as part of all
reports

Relevant risks will be identified in the terms of
engagement for any consulting activities (see
methodology)

Amendments/Additions 2022/23

e) Compliance with laws, regulations, policies,
procedures and contracts?
Do internal auditors utilise knowledge of controls
gained during consulting engagements when
evaluating the organisation’s control processes?

2200 Engagement Planning
Conformance with the Standard
Do internal auditors develop and document a
plan for each engagement?

Yes

Y/P/N
Yes

Where relevant

2021/22 Evidence
Brief and scope prepared for all
engagements.
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Does the engagement plan include the
engagement’s:
a) Objectives?
b) Scope?
c) Timing?
d) Resource allocations

Yes

Yes – template scope and agenda in
place and approach defined in
methodology.

Do internal auditors consider the following in
planning an engagement, and is this
documented:
a) The objectives of the activity being reviewed?
b) The means by which the activity controls its
performance?
c) The significant risks to the activity being
audited?
d) The activity’s resources?
e) The activity’s operations?
f) The means by which the potential impact of risk
is kept to an acceptable level?
g) The adequacy and effectiveness of the
activity’s governance, risk management and
control processes compared to a relevant
framework or model?

Yes

Yes – template scope and agenda in
place and approach defined in
methodology.

Amendments/Additions 2022/23

h) The opportunities for making significant
improvements to the activity’s governance, risk
management and control processes.
Where an engagement plan has been drawn up
for an audit to a party outside of the organisation,
have the internal auditors established a written
understanding with that party about the following:
a) Objectives?
b) Scope?
c) The respective responsibilities and other
expectations of the internal auditors and the
outside party (including restrictions on distribution
of the results of the engagement and access to
engagement records)?
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Yes

N/A No external reviews.

Yes

N/A No external reviews

For consulting engagements, have internal
auditors established an understanding with the
engagement clients about the following:
a) Objectives?
b) Scope?
c) The respective responsibilities of the internal
auditors and the client and other client
expectations?

Yes

Terms of reference prepared for all
consulting work in same manner as any
audit review (as embedded in
methodology).

For significant consulting engagements, has this
understanding been documented?

Yes

Terms of reference prepared for all
consulting work in same manner as any
audit review (as embedded in
methodology).

2210 Engagement Objectives
Conformance with the Standard
Have objectives been agreed for each
engagement?
Have internal auditors carried out a preliminary
risk assessment of the activity under review?

Y/P/N
Yes

Yes

2021/22 Evidence
Included in Scope (See template
document)
All audited areas include preliminary risk
assessment as part of audit planning

Amendments/Additions 2022/23

process (see planning methodology).
This is developed as part of audit
preparation prior to scoping meeting (See
methodology)
Do the engagement objectives reflect the results
of the preliminary risk assessment that has been
carried out?

Yes

Briefing includes risk score and any
relevant risks identified.
Scoping meeting based on a mutual
understanding between audit and client
leads on the perceived risks
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Have internal auditors considered the probability
of the following,
when developing the engagement objectives:
a) Significant errors?
b) Fraud?
c) Non-compliance?
d) Any other risks?

Yes

Relevant risks considered during scoping
exercise (see methodology).

Have internal auditors ascertained whether
management and/or the board have established
adequate criteria to evaluate and determine
whether objectives and goals have been
accomplished?

Yes

Template working paper in place for
review of governance processes.

If the criteria have been deemed adequate, have
the internal auditors used the criteria in their
evaluation of governance, risk management and
controls?

Yes

If control design is deemed adequate it
will be subject to testing (see
methodology).

If the criteria have been deemed inadequate,
have the internal auditors worked with
management and/or the board to develop
appropriate evaluation criteria?

Yes

Recommendations made for
improvements to control framework.
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If the value for money criteria has been referred
to, has the use of all the organisation’s main
types of resources been considered; including
money, people and assets?

Yes

All aspects considered when reviewing
vfm.

Do the objectives set for consulting engagements
address governance, risk management and
control processes as agreed with the client?

Yes

Terms of reference prepared for all
consulting work in same manner as any
audit review.

Are the objectives set for consulting
engagements consistent with the organisation’s
own values, strategies and objectives?
2220 Engagement Scope
Conformance with the Standard
Is the scope that is established for the
engagement sufficient to satisfy the
engagement’s objectives?

Yes

Terms of reference prepared for all
consulting work in same manner as any
audit review.

Y/P/N
Yes

2021/22 Evidence
Scopes established for 2021/22 reviews
prepared by compliant/independent
contractor.

Does the engagement scope include
consideration of the following
relevant areas of the organisation:
a) Systems?
b) Records?
c) Personnel?
d) Premises?

Yes

Does the engagement scope include
consideration of the following
relevant areas under the control of outside
parties, where appropriate:
a) Systems?
b) Records?
c) Personnel?
d) Premises?

Yes

the risks to be reviewed relevant to the
engagement area.
Risks relevant to these four factors
considered as part of the scoping
exercise.

Risks relevant to these four factors
considered as part of the scoping
exercise.
.

Amendments/Additions 2022/23
Scope template for 2022/23 methodology
based on key risks to business objectives.

Template testing schedules in place to
ensure these factors are considered.

Template testing schedules in place to
ensure these factors are considered

Where significant consulting opportunities have
arisen during an assurance engagement, was a
specific written understanding as to the
objectives, scope, respective responsibilities and
other expectations drawn up?

Yes

Where significant consulting opportunities have
arisen during an assurance engagement, were
the results of the subsequent engagement
communicated in accordance with the relevant
consulting standards?

Yes

Terms of reference prepared for all
consulting work in same manner as any
audit review (per methodology)
No consulting work delivered in 2021/22.
Terms of reference prepared for all
consulting work in same manner as any
audit review, including agreed audit
output (usually report/memo)
No consulting work delivered in 2021/22.

For a consulting engagement, was the scope of
the engagement sufficient to address any agreedupon objectives?

Yes

Terms of reference prepared for all
consulting work in same manner as any
audit review.
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No consulting work delivered in 2021/22.

If the internal auditors developed any
reservations about the scope of a consulting
engagement while undertaking that engagement,
did they discuss those reservations with the client
and therefore determine whether or not to
continue with the engagement?

Yes

During consulting engagements, did internal
auditors address the controls that are consistent
with the objectives of those engagements?

Yes

Terms of reference prepared for all
consulting work in same manner as any
audit review.
No consulting work delivered in 2021/22.

Terms of reference prepared for all
consulting work in same manner as any
audit review.
No consulting work delivered in 2021/22.

During consulting engagements, were internal
auditors alert to any significant control issues?

Yes

Terms of reference prepared for all
consulting work in same manner as any
audit review. Purpose of any consulting

engagement would be identify control
issues at an early stage.
No consulting work delivered in 2021/22.
2230 Engagement Resource Allocation
Conformance with the Standard
Have internal auditors decided upon the
appropriate and sufficient level of resources
required to achieve the objectives of the
engagement based on:
a) The nature and complexity of each individual
engagement?
b) Any time constraints?
c) The resources available?
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2240 Engagement Work Programme
Conformance with the Standard
Have internal auditors developed and
documented work programmes that achieve the
engagement objectives?

Y/P/N
Yes

2021/22 Evidence
Time estimates assigned to individual
reviews and audit plan balanced to
available resource.
Reasons for any variations noted in audit
universe and on supervisor sheets

Amendments/Additions 2022/23
Review of allocation carried out as part of
supervisory process (control sheets)

Y/P/N
Yes

2021/22 Evidence
Standard work programme in place as
recorded in methodology with regular
supervision of progress against
milestones.
Documented in methodology
Relevant risks and controls in place
identified in scoping meeting and other
interviews and correspondence.
Suitability of controls checked through
audit testing.
Control framework evaluated based on
testing.
All findings documented.

Amendments/Additions 2022/23

Do the engagement work programmes include
the following
procedures for:
a) Identifying information?
b) Analysing information
c) Evaluating information?
d) Documenting information?

Yes

Were work programmes approved prior to
implementation for each engagement?

Yes

All audit work follows same basic work
programme (control sheet in place to
ensure adherence).

Were any adjustments required to work
programmes approved promptly?

2300
Conformance with the Standard
Have internal auditors carried out the following in
order to achieve each engagement’s objectives:
a) Identify sufficient information?
b) Analyse sufficient information?
c) Evaluate sufficient information?
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d) Document sufficient information?

2310 – Identifying Information
Conformance with the Standard
Have internal auditors identified the following in
order to achieve each engagement’s objectives:
a) Sufficient information?
b) Reliable information?
c) Relevant information?
d) Useful information?
Have internal auditors based their conclusions
and engagement results on appropriate analyses
and evaluations?

Yes

All audit work follows same basic work
programme with variations agreed by
audit manager (control sheet in place to
ensure adherence).
Variations discussed as required, but
weekly supervision in place to ensure no
gaps.

Y/P/N
Yes

2021/22 Evidence
All audit work follows same basic work
programme with variations agreed by
audit manager (control sheet in place to
ensure adherence).

Yes

All audit work follows same basic work
programme with variations agreed by
audit manager (control sheet in place to
ensure adherence).

Y/P/N
Yes

2021/22 Evidence
2021/22 work delivered by
compliant/independent contractor
overseen by CAE.

Amendments/Additions 2022/23

Amendments/Additions 2022/23
Information related should relate to contents
of agreed scope in line with new
methodology.
Supervisory process in place to ensure
appropriate information collected.

Yes

2021/22 work delivered by
compliant/independent contractor
overseen by CAE.

Working papers complete in line with
template documents and methodology to
support conclusions (which are reviewed by
the Audit Supervisor)
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Have internal auditors remained alert to the
possibility of the following:
a) intentional wrongdoing
b) errors and omissions
c) poor value for money
d) failure to comply with management policy,
and
e) conflicts of interest

Yes

2021/22 work delivered by
compliant/independent contractor
overseen by CAE.

Established controls subject to testing
devised to pick up these factors where
relevant. Supervisory process in place to
ensure appropriate consideration in place.

When performing their individual audits, and has
this been documented?

Yes

All findings to be documented in relevant
working papers.

Have internal auditors documented the relevant
information required to support engagement
conclusions and results?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE

Are working papers sufficiently complete and
detailed to enable another experienced internal
auditor with no previous connection with the audit
to ascertain what work was performed, to reperform it if necessary and to support the
conclusions reached?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE

All working papers subject to review by Audit
Supervisor to ensure reasonable and
supported conclusions are made.

Does the CAE control access to engagement
records?

Yes

Electronic records only – access restricted to
Internal Audit team.

Has the CAE obtained the approval of senior
management and/or legal counsel as appropriate
before releasing such records to external parties?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE
Audit reports are only documentation
routinely made public. All reports subject
to sign off from a Senior Manager, who is
aware the information will be made
public. Reports deemed to include
sensitive information are restricted.
Clearance would be obtained for any
other information issued to a third party
or made public (no instances to date).

All findings recorded in working papers,
including supporting documentation.

Has the CAE developed and implemented
retention requirements for all types of
engagement records?

Partial

Shared drive inherited with audit
documentation retained over filing
structure.

Full review of records to be performed during
2022/23 to ensure only relevant information is
retained (6 years plus current).

Are the retention requirements for engagement
records consistent with the organisation’s own
guidelines as well as any relevant regulatory or
other requirements?
Are all engagements properly supervised to
ensure that objectives are achieved, quality is
assured and that staff are developed?

Partial

Shared drive inherited with audit
documentation retained over filing
structure. Records held not fully explored.

Standard 6 years plus current to be adopted.

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE

Supervisor process and sheet in place, which
includes continual improvement by identifying
learning from any issues or difficulties
identified.

Yes

Client satisfaction included as part of
feedback process.
Weekly supervision of progress.
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Is appropriate evidence of supervision
documented and retained for
each engagement

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE

Supervisors document comments and
changes electronically on copy of working
papers, which are retained on file.
Supervisor signs control sheet at end of
review, which is scanned and retained on file.

2400 Communicating Results
Conformance with the Standard
Do internal auditors communicate the results of
engagements?

Y/P/N
Yes

2021/22 Evidence
All reports issued to audit client, Senior
Manager, Chief Executive and Audit
Committee as well as any other relevant
Officers identified in terms of reference
and during the audit review.

Amendments/Additions 2022/23

2410 Criteria for communicating
Conformance with the Standard
Do the communications of engagement results
include the following
a) The engagement’s objectives?
b) The scope of the engagement?
c) Applicable conclusions?

Y/P/N
Yes

2021/22 Evidence
All included as standard information
within template reports.

Amendments/Additions 2022/23
Included in new template report
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d) Recommendations and action plans, if
appropriate?
Has the internal auditor discussed the contents of
the draft final report with the appropriate levels of
management to confirm factual accuracy, seek
comments and confirm the agreed management
actions?

Yes

Standard template report in place.

Included in new template report

Yes

Draft audits issued to Client Lead to
confirm accuracy and agreed actions.

Senior Manager to also receive copy of draft
reports for comment prior to finalisation.

If recommendations and an action plan have
been included, are recommendations prioritised
according to risk?

Yes

Recommendations are either given
priority in line with contractor
methodology.

Recommendations are either given high or
medium priority. Further advisory comments
are made in reports and included as part of
separate appendix for management
information.

If recommendations and an action plan have
been included, does the communication also
state agreements already reached with
management, together with appropriate
timescales?

Yes

Timescales included in action plan
template.

If there are any areas of disagreement between
the internal auditor and management, which
cannot be resolved by discussion, are these
recorded in the action plan and the residual risk
highlighted?

Yes

No disagreements identified in 2021/22.

Disagreements are noted in senior
management comments of the report.

Do communications disclose all material facts
known to them in their audit reports which, if not
disclosed, could distort their reports or conceal
unlawful practice, subject to confidentiality
requirements?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE

Do the final communications of engagement
results contain, where appropriate, the internal
auditor’s opinions and/or conclusions, building up
to the annual internal audit opinion on the control
environment?

Yes

Yes. Overall opinion based on
achievement of the annual programme.

When an opinion or conclusion is issued, are the
expectations of senior management, the board
and other stakeholders taken into account?

Yes

Yes. Senior Managers and AC receive
copy for comment/feedback.

Yes, all relevant facts disclosed (as judged by
individual auditor)

Relevant Senior Manager will be asked to
provide comment on individual assignments.
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Any partial/limited reviews will be reported to
SMT and AC receives copy of all final
reports.
When an opinion or conclusion is issued, is it
supported by sufficient, reliable, relevant and
useful information?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE

All audit reports supported by relevant
working papers (subject to supervisory
review)

Where appropriate, do engagement
communications acknowledge satisfactory
performance of the activity in question?

Yes

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE

Audit methodology and template requires
balanced findings to be stated (positives and
negatives)

When engagement results have been released to
parties outside of the organisation, does the
communication include limitations on the
distribution and use of the results?

Yes

All audit reports (unless containing
sensitive information) are public
documents (content is considered as part
of report preparation). Names and
sensitive information are not included in
public audit reports.

Any reports issued under part 2 (private)
are restricted to relevant officers and
Audit Committee.
If the CAE has been required to provide
assurance to other partnership organisations, has
he or she also demonstrated that their
fundamental responsibility is to the management
of the organisation to which they are obliged to
provide internal audit services?
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2420 Quality of Communications
Conformance with the Standard
Are communications:
a) Accurate
b) Objective
c) Clear
d) Concise
e) Constructive
f) Complete
g) Timely
If a final communication has contained a
significant error or omission, did the CAE
communicate the corrected information to all
parties who received the original communication?

Yes

Y/P/N
Yes

N/A No assurances provided to
partnership organisations.

CAE has obligations to two other district
councils as part of shared management
arrangement. CAE is required to deliver
equal responsibility to each organisation
based on resource available.

2021/22 Evidence
21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE

Amendments/Additions 2022/23
Audit methodology and supervisory process
devised to ensure quality of audit
communication
KPI to be introduced to measure the
timeliness of audit reviews.

Yes

No instances identified in 2021/22.
However, any material errors identified
would be reported to relevant officers and
members who had received original
erroneous communication.

2430 Use of “Conducted in Conformance with the International Standards for the Practice of Internal Auditing”.
Conformance with the Standard
Y/P/N 2021/22 Evidence
Amendments/Additions 2022/23
Do internal auditors report that engagements are
Yes
2021/22 work delivered by
Standard paragraph in audit report templates.
‘conducted in conformance with the PSIAS’ only if
compliant/independent contractor
the results of the QAIP support such a
overseen by CAE.
statement?
No non-conformance identified.

2431 Engagement Disclosure of Non-conformance
Conformance with the Standard
Y/P/N
Where any non-conformance with the PSIAS has
Yes
impacted on a specific engagement, do the
communication of the results disclose the
following:
a) The principle or rule of conduct of the Code of
Ethics or Standard(s) with which full conformance
was not achieved?
b) The reason(s) for non-conformance?
c) The impact of non-conformance on the
engagement and the engagement results?
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2440 Disseminating Results
Conformance with the Standard
Has the CAE determined the circulation of audit
reports within the organisation, bearing in mind
confidentiality and legislative requirements?

Y/P/N
Yes

2021/22 Evidence
2021/22 work delivered by
compliant/independent contractor
overseen by CAE.
No non-conformance identified.

2021/22 Evidence
2021/22 work delivered by
compliant/independent contractor
overseen by CAE.
Circulation reviewed for each assignment
as received.
Final audit reports public information (do
not contain names or personal
information) unless content is considered
confidential.

Has the CAE communicated engagement results
to all appropriate parties?

Yes

Amendments/Additions 2022/23
Standard paragraph in audit report templates.

21/22 Audits delivered by compliant,
competent & independent contractor
overseen by CAE
Circulation reviewed for each assignment
as received.
Final audit reports public information (do
not contain names or personal

Amendments/Additions 2022/23
In line with new audit methodology results are
reported to Audit Client, relevant Corporate
Director, Chief Executive and any other
relevant parties as identified in individual
engagement. Reports are then issued to
Audit Committee and minutes made available
to full Council.
Partial audit reports are reported to SMT.

In line with new audit methodology results are
reported to Audit Client, relevant Corporate
Director, Chief Executive and any other
relevant parties as identified in individual
engagement. Reports are then issued to
Audit Committee and minutes made available
to full Council.
Partial audit reports are reported to SMT.

information) unless content is considered
confidential.
Before releasing engagement results to parties
outside the organisation, did the CAE:
a) Assess the potential risk to the organisation?
b) Consult with senior management and/or legal
counsel as appropriate?
c) Control dissemination by restricting the use of
the results?

Yes

Where any significant governance, risk
management and control issues were identified
during consulting engagements, were these
communicated to senior management and the
board?

Yes
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2454 Overall Opinion
Conformance with the Standard
Has the CAE delivered an annual internal audit
opinion?

All audit reports ultimately become public
documentation unless identified as part 2
items (which would be kept internal to
Council). Reports are written to ensure
confidential information is not disclosed.
Part 2 audit reports restricted to relevant
officers and audit committee only.
Terms of reference prepared for all
consulting work in same manner as any
audit review.
No consultancy work delivered in
2021/22

Y/P/N
Yes

2021/22 Evidence
Audit opinion stated in annual report to
Audit Committee July 22 (prepared by
external contractor based on work
delivered)

Does the annual internal audit opinion conclude
on the overall adequacy and effectiveness of the
organisation’s framework of governance, risk
management and control?

Yes

Included in report

Does the annual internal audit opinion take into
account the expectations of senior management,
the board and other stakeholders?

Yes

Included in report

Amendments/Additions 2022/23

Is the annual internal audit opinion supported by
sufficient, reliable, relevant and useful
information?
Does the communication identify the following:

Yes

Annual report is supported by internal
audit work delivered in the year.

Yes

Scope (including limitations),
consideration of all internal audit work
and the control assessment adopted all
included in overall opinion.

Where a qualified or unfavourable annual internal
audit opinion is given, are the reasons for that
opinion stated?

Yes

Reasons stated when required

Has the CAE delivered an annual report that can
be used by the organisation to inform its
governance statement?

Yes

Yes, annual report delivered to July 2022
Audit Committee.

Does the annual report incorporate the following:
a) The annual internal audit opinion?
b) A summary of the work that supports the
opinion?
c) A disclosure of any qualifications to the
opinion?
d) The reasons for any qualifications to the
opinion?

Yes

As above

e) A disclosure of any impairments or restriction
in scope?
f) A comparison or work actually carried out with
the work planned?

Yes

As above.

a) The scope of the opinion, including the time
period to which the opinion relates?
b) Any scope limitations?
c) The consideration of all related projects
including the reliance on other assurance
providers?
d) The risk or control framework or other criteria
used as a basis for the overall opinion?
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g) A statement on conformance with the PSIAS?
h) The results of the QAIP?
i) Progress against any improvement plans
resulting from the QAIP?
j) A summary of the performance of the internal
audit activity against its performance measures
and targets?
k) Any other issues that the CAE judges is
relevant to the preparation of the governance
statement?
2500 Monitoring Progress
Conformance with the Standard
Has the CAE established a process to monitor
and follow up management actions to ensure that
they have been effectively implemented or that
senior management have accepted the risk of not
taking action?

Yes

As above. No detailed measure of
performance as focus was on completion
of audit plan following extended
vacancies.

Performance measure outcomes to be
included in annual report. QAIP in place

Y/P/N
Yes

2021/22 Evidence
All outstanding audit recommendations
registered and followed up on a routine
basis until implemented or management
have accepted risks.

Amendments/Additions 2022/23
Schedule of outstanding actions followed up
to be reported to Committee from 22/23.

Progress reported to Audit Committee on
a quarterly basis.
Where issues have during the follow-up process,
has the CAE considered revising the internal
audit opinion?

Yes

Reports prepared for all follow-ups of all
areas rated partial or lower (None in
2021/22).

Do the results of monitoring management actions
inform the risk-based planning of future audit
work?

Yes

Partial (and below) assessments receive
ongoing follow-up reviews until control
assessment is improved (to reasonable
or substantial).

Does the internal audit activity monitor the results
of consulting engagements as agreed with the
client?

Yes

Recurrent (theme) and high graded
recommendations monitored and
reported.
Any recommendations from consultancy
reviews will be recorded on register of
outstanding recommendations in line with
audit process.

Fndings of all audit activity considered as part
ov overall opinion

2600 Communicating the Acceptance of Risks
Conformance with the Standard
If the CAE has concluded that management has
accepted a level of risk that may be unacceptable
to the organisation, has he or she discussed the
matter with senior management?
If, after discussion with senior management, the
CAE continues to conclude that the level of risk
may be unacceptable to the organisation, has he
or she communicated the situation to the board?

Y/P/N
Yes

2021/22 Evidence
No instances identified 2021/22.

Amendments/Additions 2022/23
Audit Methodology specifies process for none
acceptance of recommendations

Yes

No instances identified 2021/22.

Audit Methodology specifies process for none
acceptance of recommendations

.
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Commercial in confidence
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Commercial in confidence
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Commercial in confidence
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Commercial in confidence

.

•
•
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We have not identified any risks of significant
weaknesses from our planning work.

Commercial in confidence

•
•
•
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Commercial in confidence
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